










From: Deborah Williams
To: paul.wester@nara.gov
Cc: sara hisel-mccoy; Andrew Battin; Robert Gunter; John Ellis; Ray Spears; Brian Hope; Allison Starmann
Subject: Possible Unauthorized Destruction of Agency Records
Date: 04/11/2008 05:45 PM
Attachments: Report of Possible Unauthorized Destruction of Agency Records.pdf

Dear Mr. Wester,

    The following report regarding the possible unauthorized destruction of Agency
records is forwarded on behalf of John Ellis, Agency Records Officer.  Please let me
know if you have any questions regarding this matter.

Deborah A. Williams
Assoc. Dir., Collection Strategies Div. (Act.)
Office of Information Collection, OEI
(202) 566-1659, Room 6143-H (EPA West)
williams.deborah@epa.gov







EPA's management of e-mail records.

NARA Letter

Please let me know if you have any questions or concerns with its content.  .
[attachment "unauthorized destruction letter to NARA.doc" deleted by
Brian Hope/DC/USEPA/US]

(I will forward the GAO-related documents in the morning.)

Deborah A. Williams
Assoc. Dir., Collection Strategies Div. (Act.)
Office of Information Collection, OEI
(202) 566-1659, Room 6143-H (EPA West)
williams.deborah@epa.gov





Hi Allison, 

I am/will be forwarding a few documents for OGC's review per
instructions from Byron regarding the letter to NARA and instructions
from Sara Ager, EPA GAO Liaison, regarding any documents to be sent
to GAO in response to their audit of EPA's management of e-mail
records.

NARA Letter

Please let me know if you have any questions or concerns with its
content.  .

 - unauthorized destruction letter to NARA.doc

(I will forward the GAO-related documents in the morning.)

Deborah A. Williams
Assoc. Dir., Collection Strategies Div. (Act.)
Office of Information Collection, OEI
(202) 566-1659, Room 6143-H (EPA West)
williams.deborah@epa.gov







Deborah A. Williams
Assoc. Dir., Collection Strategies Div. (Act.)
Office of Information Collection, OEI
(202) 566-1659, Room 6143-H (EPA West)
williams.deborah@epa.gov



From: Deborah Williams
To: John Ellis
Subject: Re: Fw: Addendum
Date: 04/11/2008 09:54 AM
Attachments: NARA Addendum.doc

No problem.

I incorporated language from Ray's message in the version I sent last evening.

Deborah A. Williams
Assoc. Dir., Collection Strategies Div. (Act.)
Office of Information Collection, OEI
(202) 566-1659, Room 6143-H (EPA West)
williams.deborah@epa.gov

▼ John Ellis/DC/USEPA/US

John
Ellis/DC/USEPA/US 

04/10/2008 07:25 PM

To "Deborah Williams" <deborah.williams@epa.gov>

cc

Subject Fw: Addendum

Here are Ray Spears' 5 o'clock changes to the letter. Sorry I didn't
notice them before now.
-----------------
Sent by EPA Wireless E-Mail Services

▼ Ray Spears
    ----- Original Message -----

    From: Ray Spears
    Sent: 04/10/2008 05:01 PM EDT
    To: Brian Hope
    Cc: Allison Starmann; John Ellis; Sara Hisel-McCoy
    Subject: Re: Addendum

I agree with the revisions.

Ray E. Spears, Esq.
Deputy Chief of Staff
Office of the Administrator (1101A)
(202) 564-4715
(202) 501-3202 FAX
▼ Brian Hope/DC/USEPA/US

Brian







From: Deborah Williams
To: Allison Starmann
Cc: John Ellis; sara hisel-mccoy; Robert Gunter; Brian Hope
Subject: Review of letter to NARA
Date: 04/10/2008 06:23 PM
Importance: High
Attachments: unauthorized destruction letter to NARA.doc

Hi Allison, 

I am/will be forwarding a few documents for OGC's review per instructions from
Byron regarding the letter to NARA and instructions from Sara Ager, EPA GAO
Liaison, regarding any documents to be sent to GAO in response to their audit of
EPA's management of e-mail records.

NARA Letter

Please let me know if you have any questions or concerns with its content.  .

 - unauthorized destruction letter to NARA.doc

(I will forward the GAO-related documents in the morning.)

Deborah A. Williams
Assoc. Dir., Collection Strategies Div. (Act.)
Office of Information Collection, OEI
(202) 566-1659, Room 6143-H (EPA West)
williams.deborah@epa.gov



From: Deborah Williams
To: John Ellis
Subject: unauthorized destruction letter to NARA
Date: 04/10/2008 05:14 PM
Attachments: unauthorized destruction letter to NARA.doc

 
Deborah A. Williams
Assoc. Dir., Collection Strategies Div. (Act.)
Office of Information Collection, OEI
(202) 566-1659, Room 6143-H (EPA West)
williams.deborah@epa.gov

 - unauthorized destruction letter to NARA.doc







Brian T. Hope
Director
Office of the Executive Secretariat
Phone: (202) 564-8212
Fax: (202) 501-1903



From: John Ellis
To: Gunter.Robert@epamail.epa.gov
Cc: deborah.williams@epa.gov; Sara Hisel-McCoy; Downs.Constance@epamail.epa.gov
Subject: NARA-Admin Email-04.09.08.doc
Date: 04/10/2008 12:26 PM
Attachments: NARA-Admin Email-04.09.08.doc

Here is the revised letter to NARA that addresses both issues.   I sending it to all of
you now because of the time factor involved.  I need your comments ASAP.
 
John B. Ellis, CRM
Agency Records Officer
U.S. EPA,CSTD,OIC,OEI
Tel: (202) 566-1643
Fax: (202) 566 -1648
***********************
A Record is:
- documentary material (includes but not limited to memos, notes, letters, reports,
maps, photographs, and machine readable materials),
- regardless of physical form or characteristics (includes but not limited to paper,
film, or electronic),
- made or received (it was created or received while transacting Agency business),
- and should be preserved (maintained as evidence of the organization, functions,
policies, decisions, procedures, operations, or other activities of the Agency).

******** For more information, see "What Every EPA Staffer Should Know About
Records Management" at:  http://www.epa.gov/records/what/index.htm  ********

 - NARA-Admin Email-04.09.08.doc





Director
Office of the Executive Secretariat
Phone: (202) 564-8212
Fax: (202) 501-1903







From: John Ellis
To: Bobbie Trent
Cc: Gunter.Robert@epamail.epa.gov
Subject: Fw: Draft to NARA
Date: 04/08/2008 12:15 PM
Attachments: Draft to NARA.doc

Bobbie, Here is the draft letter that I prepared.  

John B. Ellis, CRM
Agency Records Officer
U.S. EPA,CSTD,OIC,OEI
Tel: (202) 566-1643
Fax: (202) 566 -1648
***********************
A Record is:
- documentary material (includes but not limited to memos, notes, letters, reports,
maps, photographs, and machine readable materials),
- regardless of physical form or characteristics (includes but not limited to paper,
film, or electronic),
- made or received (it was created or received while transacting Agency business),
- and should be preserved (maintained as evidence of the organization, functions,
policies, decisions, procedures, operations, or other activities of the Agency).

******** For more information, see "What Every EPA Staffer Should Know About
Records Management" at:  http://www.epa.gov/records/what/index.htm  ********
----- Forwarded by John Ellis/DC/USEPA/US on 04/08/2008 12:14 PM -----

Deborah
Williams/DC/USEPA/US 

04/03/2008 04:23 PM

To Robert Gunter/DC/USEPA/US@EPA

cc John Ellis

Subject Fw: Draft to NARA

fyi

Deborah A. Williams
Assoc. Dir., Collection Strategies Div. (Act.)
Office of Information Collection, OEI
(202) 566-1659, Room 6143-H (EPA West)
williams.deborah@epa.gov

----- Forwarded by Deborah Williams/DC/USEPA/US on 04/03/2008 04:23 PM -----

Deborah
Williams/DC/USEPA/US 

04/03/2008 04:07 PM

To andrew battin, andrew battin

cc sara hisel-mccoy

Subject Draft to NARA



Andy,

The draft to NARA is below.  We are waiting to hear back from OGC and the AO.

Deborah A. Williams
Assoc. Dir., Collection Strategies Div. (Act.)
Office of Information Collection, OEI
(202) 566-1659, Room 6143-H (EPA West)
williams.deborah@epa.gov

 - Draft to NARA.doc



From: Deborah Williams
To: Robert Gunter
Cc: John Ellis
Subject: Fw: Draft to NARA
Date: 04/03/2008 04:23 PM
Attachments: Draft to NARA.doc

fyi

Deborah A. Williams
Assoc. Dir., Collection Strategies Div. (Act.)
Office of Information Collection, OEI
(202) 566-1659, Room 6143-H (EPA West)
williams.deborah@epa.gov

----- Forwarded by Deborah Williams/DC/USEPA/US on 04/03/2008 04:23 PM -----

Deborah
Williams/DC/USEPA/US 

04/03/2008 04:07 PM

To andrew battin, andrew battin

cc sara hisel-mccoy

Subject Draft to NARA

Andy,

The draft to NARA is below.  We are waiting to hear back from OGC and the AO.

Deborah A. Williams
Assoc. Dir., Collection Strategies Div. (Act.)
Office of Information Collection, OEI
(202) 566-1659, Room 6143-H (EPA West)
williams.deborah@epa.gov

 - Draft to NARA.doc



From: Deborah Williams
To: Byron Brown; Brian Hoppe
Cc: Robert Gunter; John Ellis
Subject: Letter to NARA
Date: 04/03/2008 12:40 PM

Hi,

Checking in to see when we can expect your input to the draft regarding the
inadvertent deletion of the Administrator's e-mails. 

Thanks!

Deborah

Deborah A. Williams
Assoc. Dir., Collection Strategies Div. (Act.)
Office of Information Collection, OEI
(202) 566-1659, Room 6143-H (EPA West)
williams.deborah@epa.gov

(b) (5)



From: Deborah Williams
To: Robert Gunter
Cc: John Ellis
Subject: Please review 'destruction of Agency recordsv1'
Date: 04/01/2008 05:33 PM
Attachments: destruction of Agency recordsv1.doc

Destruction of Agency e-mails.doc

Bob,
For your Review......

Here is the draft of the one-pager Andy asked me to prepare for Linda and Molly
(along with the draft notification to NARA).  I want to get it to Andy tomorrow. 
Thanks.

 - destruction of Agency recordsv1.doc

 - Destruction of Agency e-mails.doc

Deborah A. Williams
Assoc. Dir., Collection Strategies Div. (Act.)
Office of Information Collection, OEI
(202) 566-1659, Room 6143-H (EPA West)
williams.deborah@epa.gov



From: John Ellis
To: deborah.williams@epa.gov
Subject: destruction of Agency records.doc
Date: 04/01/2008 04:53 PM
Attachments: destruction of Agency records.doc

see attached
 
John B. Ellis, CRM
Agency Records Officer
U.S. EPA,CSTD,OIC,OEI
Tel: (202) 566-1643
Fax: (202) 566 -1648
***********************
A Record is:
- documentary material (includes but not limited to memos, notes, letters, reports,
maps, photographs, and machine readable materials),
- regardless of physical form or characteristics (includes but not limited to paper,
film, or electronic),
- made or received (it was created or received while transacting Agency business),
- and should be preserved (maintained as evidence of the organization, functions,
policies, decisions, procedures, operations, or other activities of the Agency).

******** For more information, see "What Every EPA Staffer Should Know About
Records Management" at:  http://www.epa.gov/records/what/index.htm  ********

 - destruction of Agency records.doc



From: Deborah Williams
To: Byron Brown
Cc: Robert Gunter
Bcc: John Ellis
Subject: Re: Please review 'Destruction of Agency e-mails - Response to NARA'
Date: 03/28/2008 02:02 PM
Attachments: Destruction of Agency e-mails.doc

Yes.  John told me that he had conveyed that message to you but he's very
conscientious.  Brian probably should have prepared the draft anyway since he has
the background information that we lack.

 (John was concerned about GAO's upcoming Congressional testimony about how
agencies are managing their e-mails and since this incident involves the
Administrator's account........and has not been reported to NARA......

John prepared this draft during his off-hours after leaving work yesterday.  The draft
he sent me was sent at 12:30 am this morning.  I believe this draft nearly get us
there, but there are some big holes in my staff's knowledge base as identified by the
questions asked.

Deborah A. Williams
Assoc. Dir., Collection Strategies Div. (Act.)
Office of Information Collection, OEI
(202) 566-1659, Room 6143-H (EPA West)
williams.deborah@epa.gov

▼ Byron Brown/DC/USEPA/US

Byron
Brown/DC/USEPA/US

03/28/2008 01:29 PM

To Deborah Williams/DC/USEPA/US@EPA

cc Brian Hope/DC/USEPA/US@EPA, John
Ellis/DC/USEPA/US@EPA, Robert
Gunter/DC/USEPA/US@EPA

Subject Re: Please review 'Destruction of Agency e-mails -

Response to NARA'

Thanks.  I am a bit confused.  John sent Brian and me an email yesterday afternoon
saying he was working on another project and would not be able to turn to this until
the end of April.  Brian and I spoke, and he is going starting work on a draft.

▼ Deborah Williams/DC/USEPA/US

Deborah
Williams/DC/USEPA/US To Byron Brown/DC/USEPA/US@EPA

cc Brian Hope/DC/USEPA/US@EPA, John Ellis, Robert
Gunter/DC/USEPA/US@EPA



03/28/2008 12:16 PM
Subject Please review 'Destruction of Agency e-mails -

Response to NARA'

Hi Byron,

I am forwarding you this draft response to NARA on behalf of John Ellis.  See below.

John crafted the language based on the information contained in the various e-mails
about this incident.  As you will see, there are many questions dispersed throughout
the draft. 

Please let John or Bob Gunter know if you have questions.

(I am the Acting  Associate DD until mid-July but please feel free to contact me as
well.  Thanks)

Deborah

Deborah A. Williams
Assoc. Dir., Collection Strategies Div. (Act.)
Office of Information Collection, OEI
(202) 566-1659, Room 6143-H (EPA West)
williams.deborah@epa.gov

 - Destruction of Agency e-mails.doc



From: John Ellis
To: Deborah Williams
Subject: Fw: Please review 'Destruction of Agency e-mails - Response to NARA'
Date: 03/28/2008 01:32 PM
Attachments: Destruction of Agency e-mails.doc

Let him know I did it on my off hours last night.
-----------------
Sent by EPA Wireless E-Mail Services
▼ Byron Brown
    ----- Original Message -----

    From: Byron Brown
    Sent: 03/28/2008 01:29 PM EDT
    To: Deborah Williams
    Cc: Brian Hope; John Ellis; Robert Gunter
    Subject: Re: Please review 'Destruction of Agency e-mails - Response to
NARA'

Thanks.  I am a bit confused.  John sent Brian and me an email
yesterday afternoon saying he was working on another project and
would not be able to turn to this until the end of April.  Brian and I
spoke, and he is going starting work on a draft.

▼ Deborah Williams/DC/USEPA/US

Deborah
Williams/DC/USEPA/US 

03/28/2008 12:16 PM

To Byron Brown/DC/USEPA/US@EPA

cc Brian Hope/DC/USEPA/US@EPA, John Ellis, Robert
Gunter/DC/USEPA/US@EPA

Subject Please review 'Destruction of Agency e-mails -
Response to NARA'

Hi Byron,

I am forwarding you this draft response to NARA on behalf of John
Ellis.  See below.

John crafted the language based on the information contained in the
various e-mails about this incident.  As you will see, there are many
questions dispersed throughout the draft. 

Please let John or Bob Gunter know if you have questions.

(I am the Acting  Associate DD until mid-July but please feel free to
contact me as well.  Thanks)

Deborah



Deborah A. Williams
Assoc. Dir., Collection Strategies Div. (Act.)
Office of Information Collection, OEI
(202) 566-1659, Room 6143-H (EPA West)
williams.deborah@epa.gov

 - Destruction of Agency e-mails.doc



From: Sandy York
To: John Ellis
Cc: Deborah Williams
Subject: Re: Unauthorized destruction letter - the whole document this time
Date: 03/28/2008 11:55 AM
Attachments: Unauthorized destruction 05042006.pdf

I just realized I missed saving the 2nd page so here is the whole document.  (Glad
it's the end of the week!)

----- Forwarded by Sandy York/DC/USEPA/US on 03/28/2008 09:54 AM -----

Sandy
York/DC/USEPA/US 

03/28/2008 06:14 AM

To John Ellis/DC/USEPA/US

cc Deborah Williams/DC/USEPA/US@EPA

Subject Unauthorized destruction letter

Sorry I didn't think of scanning this myself.  Here 'tis.

[attachment "Unauthorized_destruction_05042006.pdf" deleted by Sandy
York/DC/USEPA/US] 

Sandy York, CRM
ASRC Management Services
Contract support for EPA's National Records Management Program
303-840-0464 (voice) 303-840-0489 (fax)
york.sandy@epa.gov















From: John Ellis
To: Robert Gunter
Cc: Deborah Williams
Subject: Unauthorized destruction
Date: 03/28/2008 12:29 AM
Attachments: Final Report of recovery effort.doc

FYI
John B. Ellis, CRM
Agency Records Officer
U.S. EPA,CSTD,OIC,OEI
Tel: (202) 566-1643
Fax: (202) 566 -1648
***********************
A Record is:
- documentary material (includes but not limited to memos, notes, letters, reports,
maps, photographs, and machine readable materials),
- regardless of physical form or characteristics (includes but not limited to paper,
film, or electronic),
- made or received (it was created or received while transacting Agency business),
- and should be preserved (maintained as evidence of the organization, functions,
policies, decisions, procedures, operations, or other activities of the Agency).

******** For more information, see "What Every EPA Staffer Should Know About
Records Management" at:  http://www.epa.gov/records/what/index.htm  ********
----- Forwarded by John Ellis/DC/USEPA/US on 03/28/2008 12:21 AM -----

Brian
Hope/DC/USEPA/US

02/08/2008 12:17 PM

To Byron Brown/DC/USEPA/US@EPA

cc John Ellis/DC/USEPA/US@EPA, Ray
Spears/DC/USEPA/US@EPA

Subject Re: email memo

Byron -

Mike Hanson undertook the recovery effort and put together the document below.

Please let me know if you need anything else.  Thanks.

- Brian

Brian T. Hope
Director
Office of the Executive Secretariat
Phone: (202) 564-8212
Fax: (202) 501-1903
▼ Byron Brown/DC/USEPA/US



Byron
Brown/DC/USEPA/US 

02/08/2008 11:35 AM

To Brian Hope/DC/USEPA/US@EPA, Ray
Spears/DC/USEPA/US@EPA, John
Ellis/DC/USEPA/US@EPA

cc

Subject email memo

We need to follow up on drafting a memo for NARA about the Administrator's email
account.

Brian and Ray -- could someone on your staff draft a description of what happened
and the steps taken to repopulate the database?

John -- do you have a sample of what such a notification memo should look like?  









From: John Ellis
To: Byron Brown
Cc: Brian Hope; Gunter.Robert@epamail.epa.gov
Bcc: deborah.williams@epa.gov
Subject: Re: Fw: email memo
Date: 03/27/2008 04:16 PM

Byron,  

On February 28th you asked me to take a crack at drafting the unauthorized disposal
letter to NARA regarding the administrators lost e-mail.   I stated that I would be out
of the office for two weeks and would work on it when I return.  It is now March
27th and I still have not had time to start the letter.  I will make an attempt to start
on it next week but because of other issues and deadlines, I will not be able to fully
concentrate on this until April 23rd.  I realize the importance of getting this letter
out, especially because I hear GAO is preparing testimony on the Audit to present in
the next week or two.

John B. Ellis, CRM
Agency Records Officer
U.S. EPA,CSTD,OIC,OEI
Tel: (202) 566-1643
Fax: (202) 566 -1648
***********************
A Record is:
- documentary material (includes but not limited to memos, notes, letters, reports,
maps, photographs, and machine readable materials),
- regardless of physical form or characteristics (includes but not limited to paper,
film, or electronic),
- made or received (it was created or received while transacting Agency business),
- and should be preserved (maintained as evidence of the organization, functions,
policies, decisions, procedures, operations, or other activities of the Agency).

******** For more information, see "What Every EPA Staffer Should Know About
Records Management" at:  http://www.epa.gov/records/what/index.htm  ********
▼ John Ellis/DC/USEPA/US

John
Ellis/DC/USEPA/US

02/29/2008 05:54 PM

To Byron Brown/DC/USEPA/US@EPA

cc deborah.williams@epa.gov, Brian
Hope/DC/USEPA/US@EPA

Subject Re: Fw: email memo

Byron,

When I start the letter,  I'll need to describe what this "private e-mail box"  was
used for?  What type of incoming and outgoing messages? 

John B. Ellis, CRM



Agency Records Officer
U.S. EPA,CSTD,OIC,OEI
Tel: (202) 566-1643
Fax: (202) 566 -1648
***********************
A Record is:
- documentary material (includes but not limited to memos, notes, letters, reports,
maps, photographs, and machine readable materials),
- regardless of physical form or characteristics (includes but not limited to paper,
film, or electronic),
- made or received (it was created or received while transacting Agency business),
- and should be preserved (maintained as evidence of the organization, functions,
policies, decisions, procedures, operations, or other activities of the Agency).

******** For more information, see "What Every EPA Staffer Should Know About
Records Management" at:  http://www.epa.gov/records/what/index.htm  ********
▼ John Ellis/DC/USEPA/US

John
Ellis/DC/USEPA/US

02/28/2008 02:54 PM

To Byron Brown/DC/USEPA/US

cc deborah.williams@epa.gov

Subject Re: Fw: email memo

Sure, I can write the letter.  I am out of the office for the next two weeks and can
start on  it when I return.

John B. Ellis, CRM
Agency Records Officer
U.S. EPA,CSTD,OIC,OEI
Tel: (202) 566-1643
Fax: (202) 566 -1648
***********************
A Record is:
- documentary material (includes but not limited to memos, notes, letters, reports,
maps, photographs, and machine readable materials),
- regardless of physical form or characteristics (includes but not limited to paper,
film, or electronic),
- made or received (it was created or received while transacting Agency business),
- and should be preserved (maintained as evidence of the organization, functions,
policies, decisions, procedures, operations, or other activities of the Agency).

******** For more information, see "What Every EPA Staffer Should Know About
Records Management" at:  http://www.epa.gov/records/what/index.htm  ********
▼ Byron Brown/DC/USEPA/US

Byron
Brown/DC/USEPA/US



02/28/2008 01:28 PM

To John Ellis/DC/USEPA/US@EPA

cc deborah.williams@epa.gov

Subject Re: Fw: email memo

I have not had a chance to draft a letter.   I believe the report OEX did was meant
to serve as the source material.  Would you be able to take a crack at a first draft? 
(The previous one I worked on, Constance drafted the letter and OGC reviewed it.)

▼ John Ellis/DC/USEPA/US

John
Ellis/DC/USEPA/US 

02/28/2008 10:47 AM

To Byron Brown/DC/USEPA/US@EPA

cc deborah.williams@epa.gov

Subject Fw: email memo

Hello Byron,

Could I get a copy of the Unauthorized Destruction Letter that you wrote to NARA
regarding the Administrator's lost e-mail?

John B. Ellis, CRM
Agency Records Officer
U.S. EPA,CSTD,OIC,OEI
Tel: (202) 566-1643
Fax: (202) 566 -1648
***********************
A Record is:
- documentary material (includes but not limited to memos, notes, letters, reports,
maps, photographs, and machine readable materials),
- regardless of physical form or characteristics (includes but not limited to paper,
film, or electronic),
- made or received (it was created or received while transacting Agency business),
- and should be preserved (maintained as evidence of the organization, functions,
policies, decisions, procedures, operations, or other activities of the Agency).

******** For more information, see "What Every EPA Staffer Should Know About
Records Management" at:  http://www.epa.gov/records/what/index.htm  ********
----- Forwarded by John Ellis/DC/USEPA/US on 02/28/2008 10:46 AM -----

John
Ellis/DC/USEPA/US

02/08/2008 12:44 PM

To Byron Brown/DC/USEPA/US

cc Brian Hope/DC/USEPA/US@EPA, Ray
Spears/DC/USEPA/US@EPA

Subject Re: email memo



Byron,

There is no special look for the notification but there are specific items that it should
cover.  See the regulations below for unauthorized destruction of Federal records:

Subpart G -- Damage to, Alienation, and Unauthorized Destruction of

Records

§1228.100 Responsibilities.

(a) The Archivist of the United States and heads of Federal agencies are

responsible for preventing the alienation or unauthorized destruction of records,

including all forms of mutilation. Records may not be removed from the legal

custody of Federal agencies or destroyed without regard to the provisions of

agency records schedules (SF 115 approved by NARA or the General Records

issued by NARA).

(b) The heads of Federal agencies are responsible for ensuring that all employees

are aware of the provisions of the law relating to unauthorized destruction,

alienation, or mutilation of records, and should direct that any such action be

reported to them.

§1228.102 Criminal penalties.

The maximum penalty for the willful and unlawful destruction, damage, or

alienation of Federal records is a $2,000 fine, 3 years in prison, or both (18 U.S.C.



2071).

§1228.104 Reporting.

(a) The head of a Federal agency shall report any unlawful or accidental

destruction, defacing, alteration, or removal of records in the custody of that

agency to NARA (NWML), 8601 Adelphi Rd., College Park, MD 20740-6001. The

report shall include:

(1) A complete description of the records with volume and dates if known;

(2) The office of origin;

(3) A statement of the exact circumstances surrounding the alienation, defacing, or

destruction of the records;

(4) A statement of the safeguards established to prevent further loss of

documentation; and

(5) When appropriate, details of the actions taken to salvage, retrieve, or

reconstruct the records.



(b) This report has been cleared in accordance with GSA regulations in Title 41 of

the CFR and assigned Interagency Report Control Number 0285 - NAR - AR.

John B. Ellis, CRM
Agency Records Officer
U.S. EPA,CSTD,OIC,OEI
Tel: (202) 566-1643
Fax: (202) 566 -1648
***********************
A Record is:
- documentary material (includes but not limited to memos, notes, letters, reports,
maps, photographs, and machine readable materials),
- regardless of physical form or characteristics (includes but not limited to paper,
film, or electronic),
- made or received (it was created or received while transacting Agency business),
- and should be preserved (maintained as evidence of the organization, functions,
policies, decisions, procedures, operations, or other activities of the Agency).

******** For more information, see "What Every EPA Staffer Should Know About
Records Management" at:  http://www.epa.gov/records/what/index.htm  ********
▼ Byron Brown/DC/USEPA/US

Byron
Brown/DC/USEPA/US 

02/08/2008 11:35 AM

To Brian Hope/DC/USEPA/US@EPA, Ray
Spears/DC/USEPA/US@EPA, John
Ellis/DC/USEPA/US@EPA

cc

Subject email memo

We need to follow up on drafting a memo for NARA about the Administrator's email
account.

Brian and Ray -- could someone on your staff draft a description of what happened
and the steps taken to repopulate the database?

John -- do you have a sample of what such a notification memo should look like?  



From: Byron Brown
To: John Ellis
Cc: Brian Hope; Deborah Williams
Subject: Re: Fw: email memo
Date: 03/10/2008 01:22 PM

I have been working almost exclusively on the Congressional requests for California
waiver information since the end of December and had asked John a couple of
weeks ago to help with draft NARA notification.  Perhaps we could meet this week to
discuss next steps.  

▼ John Ellis/DC/USEPA/US

John
Ellis/DC/USEPA/US

03/10/2008 12:38 PM

To Brian Hope/DC/USEPA/US@EPA

cc Byron Brown/DC/USEPA/US@EPA, "Deborah Williams"
<deborah.williams@epa.gov>

Subject Re: Fw: email memo

Brain,  Thanks for the additional information.  You mentioned that
Byron first mentioned the issue in one of the early GAO Audit- related
meetings last fall.

I don't recall attending a meeting where this was mentioned.  In fact,
the auditors asked me about it and I told them that I didn't know. 
Only that Mike Hanson was working on a special project dealing with
the Administrator's e-mail.  I didn't know any specifics.  They also
asked if I knew that OGC was writing a letter to NARA regarding this
issue.  Again, my response was "no".
-----------------
Sent by EPA Wireless E-Mail Services

▼ Brian Hope
    ----- Original Message -----

    From: Brian Hope
    Sent: 03/10/2008 11:59 AM EDT
    To: John Ellis
    Cc: Byron Brown; "Deborah Williams"
<deborah.williams@epa.gov>
    Subject: Re: Fw: email memo

John -

I'm not sure I understand what you mean by "never reported," since I believe that
Byron first mentioned the matter in one of the early GAO audit-related meetings last
fall, which was about the earliest practical time to have said anything to you.  I think
that a brief review of what happened early on may be helpful:

First, I should note that the Administrators' private e-mail accounts have always
been created by and maintained by OEI.  George Hesselbacher used to do it before



he retired, but I have no idea whose responsibility it is these days.  My office (OEX)
has never had access to the Administrators' private e-mail accounts.  Access is
usually only granted to the appropriate Notes server administrator(s) in OEI, an
administrative assistant or two in AO, and, obviously, the Administrator.  This limited
access does not change after an Administrator leaves, and since most Administrators
seem to bring in their own assistants, OEI ends up being the only organization with
access to the accounts, and they obviously are the only ones with the authority to
make any changes to them.

Now, our timeline for the current issue starts in August 2007, when the
Administrator's assistant was attempting to search the private account for record
material responsive to a Congressional inquiry.  The assistant noticed that no e-mails
prior to July 2007 were accessible and so notified our technical support staff.  The
tech, in turn, notified our resident Notes expert (Mike Hanson), who started tracking
down the problem and worked with the appropriate folks in OEI to determine the
cause and extent of the issue.  They determined that the automatic delete feature
had been activated, which means that any e-mails that have not been modified in
the past 90 days are automatically deleted.  The Administrator did not turn on this
feature, and the account was not originally set up with that feature active, as that
would have been contrary to Agency policy.  The Notes folks turned the feature off,
so that there would be not further problems.

As I am sure you have experienced, Notes can do some strange things, and this was
not the first instance we have seen of the auto-delete feature spontaneously being
turned on.  We've seen that and other strange occurences (like thousands of e-mails
spontaneously showing up as unread, which happened to the Deputy Administrator
just last week), often when there are interruptions (e.g. server replacement, the
upgrade to 6.5, failover situations, regular maintenance).

We were not worried that any of the current Administrator's e-mail records had
been lost, as he rarely uses e-mail to begin with and almost never creates e-mails
that are record material (he prefers the telephone and face-to-face meetings to
conduct Agency business).  That, combined with the fact that his assistant had been
reviewing the account periodically to see if there was any record material to be
culled (and usually finding nothing that qualified as a record), we concluded that the
chances of any SLJ record e-mails having been deleted was pretty much nil.

That got us thinking, though, about the status of the previous Administrators'
private e-mail accounts, especially since we were not sure that their assistants had
been diligent in identifying and printing record material from those accounts.  Mike
Hanson worked with folks in OEI to track down the old private accounts (Whitman,
Leavitt, and Horinko, I believe).  This would have been in late August or early
September 2007.  What they discovered is that those accounts had been deleted. 
They could not tell when or by whom, since that information is not recoverable more
than 30 days after the deletion event, but it must have been done by someone in
OEI, since no one in AO had the server admin rights needed to delete those
accounts.

Once he determined that the accounts were gone, Mike devised a plan to recover as
much material as possible.  He figured that there might still be e-mails in active
accounts that had either been sent to or from the private accounts.  That was the
project that Mike detailed in his September 10 report to Deputy Chief of Staff Ray
Spears.  I took the results of that effort and spent the next few weeks culling



through more than 7,000 e-mails in search of record material.  The vast majority of
those 7,000 messages ended up not being records.  We concluded that the recovery
mechanism was only partially successful and that there must have been a significant
amount of other material that was lost for good.  We then determined that the
notification to NARA would be necessary.  Byron agreed to take the lead on drafting
the letter, and it was very shortly thereafter that you were told.

Hopefully, this helps clarify things a little.  Please let me know if you have further
questions.  Thanks.

- Brian

Brian T. Hope
Director
Office of the Executive Secretariat
Phone: (202) 564-8212
Fax: (202) 501-1903
▼ John Ellis/DC/USEPA/US

John
Ellis/DC/USEPA/US

03/07/2008 01:52 PM

To Brian Hope/DC/USEPA/US@EPA

cc Byron Brown/DC/USEPA/US@EPA, "Deborah Williams"
<deborah.williams@epa.gov>

Subject Re: Fw: email memo

This issue is much bigger than I thought.  Is there a reason why it was never
reported to me?

John B. Ellis, CRM
Agency Records Officer
U.S. EPA,CSTD,OIC,OEI
Tel: (202) 566-1643
Fax: (202) 566 -1648
***********************
A Record is:
- documentary material (includes but not limited to memos, notes, letters, reports,
maps, photographs, and machine readable materials),
- regardless of physical form or characteristics (includes but not limited to paper,
film, or electronic),
- made or received (it was created or received while transacting Agency business),
- and should be preserved (maintained as evidence of the organization, functions,
policies, decisions, procedures, operations, or other activities of the Agency).

******** For more information, see "What Every EPA Staffer Should Know About
Records Management" at:  http://www.epa.gov/records/what/index.htm  ********
▼ Brian Hope/DC/USEPA/US

Brian



Hope/DC/USEPA/US

03/07/2008 12:27 PM

To John Ellis/DC/USEPA/US@EPA

cc Byron Brown/DC/USEPA/US@EPA, "Deborah Williams"
<deborah.williams@epa.gov>

Subject Re: Fw: email memo

John -

I'm not sure I can give you a set of "when" scenarios for outgoing e-mail records
from these accounts.  Like I said, they work just like and are used just like a regular
e-mail account, just with a different naming convention from the EPA standard so
that members of the public won't be able to figure it out and bombard them with
issue mail.

There are definitely e-mails that are records that are sent by these accounts.  The
current Administrator prefers the telephone and face-to-face conversations, so very
rarely even uses his private account.  So, for him, there aren't many outgoing record
e-mails, but for all of the prior Administrators and Deputies that had private
accounts, there were certainly outgoing record e-mails.

I should note that we are talking about multiple e-mail accounts, not just a single,
generic "Administrator's private account."  Each incoming Administrator and some of
the deputies get their own private account with a unique identifier.  I should also
note that Marcus only has one account - the "public" one with the regular naming
convention (peacock.marcus@epa.gov).

Please let me know if you need anything else.

- Brian

Brian T. Hope
Director
Office of the Executive Secretariat
Phone: (202) 564-8212
Fax: (202) 501-1903
▼ John Ellis/DC/USEPA/US

John
Ellis/DC/USEPA/US

03/03/2008 07:25 PM

To Brian Hope/DC/USEPA/US@EPA

cc Byron Brown/DC/USEPA/US@EPA, "Deborah Williams"
<deborah.williams@epa.gov>

Subject Re: Fw: email memo

Are there any out going e-mail records sent on this account?
 If so, please explan when.
-----------------
Sent by EPA Wireless E-Mail Services



▼ Brian Hope
    ----- Original Message -----

    From: Brian Hope
    Sent: 03/03/2008 05:59 PM EST
    To: John Ellis
    Cc: Byron Brown; deborah.williams@epa.gov
    Subject: Re: Fw: email memo

John -

The "private" e-mail accounts aren't designed to be used any differently than
"public" accounts.  The private accounts were created in response to the stakeholder
community's habit of organizing bulk e-mail campaigns on hot issues.  These
campaigns result in enormous amounts of e-mail flooding in.  Last year alone, the
Administrator received more than 235,000 such communications.  The "private"
accounts were created so that the Administrators and Deputies could have a
functional e-mail account to communicate with staff (and, if they choose, limited
numbers of external e-mail addresses) and not have to wade through hundreds or
thousands of issue e-mails every day.

There are no restrictions associated with the "private" accounts - they aren't send-
only or anything like that, and the account name is not masked or hidden from
recipients.  They are standard Lotus Notes e-mail accounts that employ an unusual
naming convention, but which otherwise work like and are used like any other
individual Agency e-mail account.

Please let me know if you need additional information.  Thanks.

- Brian

Brian T. Hope
Director
Office of the Executive Secretariat
Phone: (202) 564-8212
Fax: (202) 501-1903
▼ John Ellis/DC/USEPA/US

John
Ellis/DC/USEPA/US

02/29/2008 05:54 PM

To Byron Brown/DC/USEPA/US@EPA

cc deborah.williams@epa.gov, Brian
Hope/DC/USEPA/US@EPA

Subject Re: Fw: email memo

Byron,

When I start the letter,  I'll need to describe what this "private e-mail box"  was
used for?  What type of incoming and outgoing messages? 

John B. Ellis, CRM



Agency Records Officer
U.S. EPA,CSTD,OIC,OEI
Tel: (202) 566-1643
Fax: (202) 566 -1648
***********************
A Record is:
- documentary material (includes but not limited to memos, notes, letters, reports,
maps, photographs, and machine readable materials),
- regardless of physical form or characteristics (includes but not limited to paper,
film, or electronic),
- made or received (it was created or received while transacting Agency business),
- and should be preserved (maintained as evidence of the organization, functions,
policies, decisions, procedures, operations, or other activities of the Agency).

******** For more information, see "What Every EPA Staffer Should Know About
Records Management" at:  http://www.epa.gov/records/what/index.htm  ********
▼ John Ellis/DC/USEPA/US

John
Ellis/DC/USEPA/US

02/28/2008 02:54 PM

To Byron Brown/DC/USEPA/US

cc deborah.williams@epa.gov

Subject Re: Fw: email memo

Sure, I can write the letter.  I am out of the office for the next two weeks and can
start on  it when I return.

John B. Ellis, CRM
Agency Records Officer
U.S. EPA,CSTD,OIC,OEI
Tel: (202) 566-1643
Fax: (202) 566 -1648
***********************
A Record is:
- documentary material (includes but not limited to memos, notes, letters, reports,
maps, photographs, and machine readable materials),
- regardless of physical form or characteristics (includes but not limited to paper,
film, or electronic),
- made or received (it was created or received while transacting Agency business),
- and should be preserved (maintained as evidence of the organization, functions,
policies, decisions, procedures, operations, or other activities of the Agency).

******** For more information, see "What Every EPA Staffer Should Know About
Records Management" at:  http://www.epa.gov/records/what/index.htm  ********
▼ Byron Brown/DC/USEPA/US

Byron
Brown/DC/USEPA/US



02/28/2008 01:28 PM

To John Ellis/DC/USEPA/US@EPA

cc deborah.williams@epa.gov

Subject Re: Fw: email memo

I have not had a chance to draft a letter.   I believe the report OEX did was meant
to serve as the source material.  Would you be able to take a crack at a first draft? 
(The previous one I worked on, Constance drafted the letter and OGC reviewed it.)

▼ John Ellis/DC/USEPA/US

John
Ellis/DC/USEPA/US 

02/28/2008 10:47 AM

To Byron Brown/DC/USEPA/US@EPA

cc deborah.williams@epa.gov

Subject Fw: email memo

Hello Byron,

Could I get a copy of the Unauthorized Destruction Letter that you wrote to NARA
regarding the Administrator's lost e-mail?

John B. Ellis, CRM
Agency Records Officer
U.S. EPA,CSTD,OIC,OEI
Tel: (202) 566-1643
Fax: (202) 566 -1648
***********************
A Record is:
- documentary material (includes but not limited to memos, notes, letters, reports,
maps, photographs, and machine readable materials),
- regardless of physical form or characteristics (includes but not limited to paper,
film, or electronic),
- made or received (it was created or received while transacting Agency business),
- and should be preserved (maintained as evidence of the organization, functions,
policies, decisions, procedures, operations, or other activities of the Agency).

******** For more information, see "What Every EPA Staffer Should Know About
Records Management" at:  http://www.epa.gov/records/what/index.htm  ********
----- Forwarded by John Ellis/DC/USEPA/US on 02/28/2008 10:46 AM -----

John
Ellis/DC/USEPA/US

02/08/2008 12:44 PM

To Byron Brown/DC/USEPA/US

cc Brian Hope/DC/USEPA/US@EPA, Ray
Spears/DC/USEPA/US@EPA

Subject Re: email memo



Byron,

There is no special look for the notification but there are specific items that it should
cover.  See the regulations below for unauthorized destruction of Federal records:

Subpart G -- Damage to, Alienation, and Unauthorized Destruction of

Records

§1228.100 Responsibilities.

(a) The Archivist of the United States and heads of Federal agencies are

responsible for preventing the alienation or unauthorized destruction of records,

including all forms of mutilation. Records may not be removed from the legal

custody of Federal agencies or destroyed without regard to the provisions of

agency records schedules (SF 115 approved by NARA or the General Records

issued by NARA).

(b) The heads of Federal agencies are responsible for ensuring that all employees

are aware of the provisions of the law relating to unauthorized destruction,

alienation, or mutilation of records, and should direct that any such action be

reported to them.

§1228.102 Criminal penalties.

The maximum penalty for the willful and unlawful destruction, damage, or

alienation of Federal records is a $2,000 fine, 3 years in prison, or both (18 U.S.C.



2071).

§1228.104 Reporting.

(a) The head of a Federal agency shall report any unlawful or accidental

destruction, defacing, alteration, or removal of records in the custody of that

agency to NARA (NWML), 8601 Adelphi Rd., College Park, MD 20740-6001. The

report shall include:

(1) A complete description of the records with volume and dates if known;

(2) The office of origin;

(3) A statement of the exact circumstances surrounding the alienation, defacing, or

destruction of the records;

(4) A statement of the safeguards established to prevent further loss of

documentation; and

(5) When appropriate, details of the actions taken to salvage, retrieve, or

reconstruct the records.



(b) This report has been cleared in accordance with GSA regulations in Title 41 of

the CFR and assigned Interagency Report Control Number 0285 - NAR - AR.

John B. Ellis, CRM
Agency Records Officer
U.S. EPA,CSTD,OIC,OEI
Tel: (202) 566-1643
Fax: (202) 566 -1648
***********************
A Record is:
- documentary material (includes but not limited to memos, notes, letters, reports,
maps, photographs, and machine readable materials),
- regardless of physical form or characteristics (includes but not limited to paper,
film, or electronic),
- made or received (it was created or received while transacting Agency business),
- and should be preserved (maintained as evidence of the organization, functions,
policies, decisions, procedures, operations, or other activities of the Agency).

******** For more information, see "What Every EPA Staffer Should Know About
Records Management" at:  http://www.epa.gov/records/what/index.htm  ********
▼ Byron Brown/DC/USEPA/US

Byron
Brown/DC/USEPA/US 

02/08/2008 11:35 AM

To Brian Hope/DC/USEPA/US@EPA, Ray
Spears/DC/USEPA/US@EPA, John
Ellis/DC/USEPA/US@EPA

cc

Subject email memo

We need to follow up on drafting a memo for NARA about the Administrator's email
account.

Brian and Ray -- could someone on your staff draft a description of what happened
and the steps taken to repopulate the database?

John -- do you have a sample of what such a notification memo should look like?  





From: John Ellis
To: Brian Hope
Cc: Byron Brown; Deborah Williams
Subject: Re: Fw: email memo
Date: 03/10/2008 12:38 PM

Brain,  Thanks for the additional information.  You mentioned that Byron first
mentioned the issue in one of the early GAO Audit- related meetings last fall.

I don't recall attending a meeting where this was mentioned.  In fact, the auditors
asked me about it and I told them that I didn't know.  Only that Mike Hanson was
working on a special project dealing with the Administrator's e-mail.  I didn't know
any specifics.  They also asked if I knew that OGC was writing a letter to NARA
regarding this issue.  Again, my response was "no".
-----------------
Sent by EPA Wireless E-Mail Services
▼ Brian Hope
    ----- Original Message -----

    From: Brian Hope
    Sent: 03/10/2008 11:59 AM EDT
    To: John Ellis
    Cc: Byron Brown; "Deborah Williams" <deborah.williams@epa.gov>
    Subject: Re: Fw: email memo

John -

I'm not sure I understand what you mean by "never reported," since I
believe that Byron first mentioned the matter in one of the early GAO
audit-related meetings last fall, which was about the earliest practical
time to have said anything to you.  I think that a brief review of what
happened early on may be helpful:

First, I should note that the Administrators' private e-mail accounts
have always been created by and maintained by OEI.  George
Hesselbacher used to do it before he retired, but I have no idea whose
responsibility it is these days.  My office (OEX) has never had access to
the Administrators' private e-mail accounts.  Access is usually only
granted to the appropriate Notes server administrator(s) in OEI, an
administrative assistant or two in AO, and, obviously, the
Administrator.  This limited access does not change after an
Administrator leaves, and since most Administrators seem to bring in
their own assistants, OEI ends up being the only organization with
access to the accounts, and they obviously are the only ones with the
authority to make any changes to them.

Now, our timeline for the current issue starts in August 2007, when the
Administrator's assistant was attempting to search the private account
for record material responsive to a Congressional inquiry.  The assistant
noticed that no e-mails prior to July 2007 were accessible and so
notified our technical support staff.  The tech, in turn, notified our
resident Notes expert (Mike Hanson), who started tracking down the
problem and worked with the appropriate folks in OEI to determine the
cause and extent of the issue.  They determined that the automatic
delete feature had been activated, which means that any e-mails that



have not been modified in the past 90 days are automatically deleted. 
The Administrator did not turn on this feature, and the account was
not originally set up with that feature active, as that would have been
contrary to Agency policy.  The Notes folks turned the feature off, so
that there would be not further problems.

As I am sure you have experienced, Notes can do some strange things,
and this was not the first instance we have seen of the auto-delete
feature spontaneously being turned on.  We've seen that and other
strange occurences (like thousands of e-mails spontaneously showing
up as unread, which happened to the Deputy Administrator just last
week), often when there are interruptions (e.g. server replacement, the
upgrade to 6.5, failover situations, regular maintenance).

We were not worried that any of the current Administrator's e-mail
records had been lost, as he rarely uses e-mail to begin with and
almost never creates e-mails that are record material (he prefers the
telephone and face-to-face meetings to conduct Agency business). 
That, combined with the fact that his assistant had been reviewing the
account periodically to see if there was any record material to be culled
(and usually finding nothing that qualified as a record), we concluded
that the chances of any SLJ record e-mails having been deleted was
pretty much nil.

That got us thinking, though, about the status of the previous
Administrators' private e-mail accounts, especially since we were not
sure that their assistants had been diligent in identifying and printing
record material from those accounts.  Mike Hanson worked with folks in
OEI to track down the old private accounts (Whitman, Leavitt, and
Horinko, I believe).  This would have been in late August or early
September 2007.  What they discovered is that those accounts had
been deleted.  They could not tell when or by whom, since that
information is not recoverable more than 30 days after the deletion
event, but it must have been done by someone in OEI, since no one in
AO had the server admin rights needed to delete those accounts.

Once he determined that the accounts were gone, Mike devised a plan
to recover as much material as possible.  He figured that there might
still be e-mails in active accounts that had either been sent to or from
the private accounts.  That was the project that Mike detailed in his
September 10 report to Deputy Chief of Staff Ray Spears.  I took the
results of that effort and spent the next few weeks culling through
more than 7,000 e-mails in search of record material.  The vast
majority of those 7,000 messages ended up not being records.  We
concluded that the recovery mechanism was only partially successful
and that there must have been a significant amount of other material
that was lost for good.  We then determined that the notification to
NARA would be necessary.  Byron agreed to take the lead on drafting
the letter, and it was very shortly thereafter that you were told.

Hopefully, this helps clarify things a little.  Please let me know if you
have further questions.  Thanks.



- Brian

Brian T. Hope
Director
Office of the Executive Secretariat
Phone: (202) 564-8212
Fax: (202) 501-1903

▼ John Ellis/DC/USEPA/US

John
Ellis/DC/USEPA/US

03/07/2008 01:52 PM

To Brian Hope/DC/USEPA/US@EPA

cc Byron Brown/DC/USEPA/US@EPA, "Deborah Williams"
<deborah.williams@epa.gov>

Subject Re: Fw: email memo

This issue is much bigger than I thought.  Is there a reason why it was
never reported to me?

John B. Ellis, CRM
Agency Records Officer
U.S. EPA,CSTD,OIC,OEI
Tel: (202) 566-1643
Fax: (202) 566 -1648
***********************
A Record is:
- documentary material (includes but not limited to memos, notes,
letters, reports, maps, photographs, and machine readable materials),
- regardless of physical form or characteristics (includes but not limited
to paper, film, or electronic),
- made or received (it was created or received while transacting
Agency business),
- and should be preserved (maintained as evidence of the organization,
functions, policies, decisions, procedures, operations, or other activities
of the Agency).

******** For more information, see "What Every EPA Staffer Should
Know About Records Management" at: 
http://www.epa.gov/records/what/index.htm  ********

▼ Brian Hope/DC/USEPA/US

Brian
Hope/DC/USEPA/US

03/07/2008 12:27 PM

To John Ellis/DC/USEPA/US@EPA

cc Byron Brown/DC/USEPA/US@EPA, "Deborah Williams"
<deborah.williams@epa.gov>

Subject Re: Fw: email memo



John -

I'm not sure I can give you a set of "when" scenarios for outgoing e-
mail records from these accounts.  Like I said, they work just like and
are used just like a regular e-mail account, just with a different naming
convention from the EPA standard so that members of the public won't
be able to figure it out and bombard them with issue mail.

There are definitely e-mails that are records that are sent by these
accounts.  The current Administrator prefers the telephone and face-
to-face conversations, so very rarely even uses his private account. 
So, for him, there aren't many outgoing record e-mails, but for all of
the prior Administrators and Deputies that had private accounts, there
were certainly outgoing record e-mails.

I should note that we are talking about multiple e-mail accounts, not
just a single, generic "Administrator's private account."  Each incoming
Administrator and some of the deputies get their own private account
with a unique identifier.  I should also note that Marcus only has one
account - the "public" one with the regular naming convention
(peacock.marcus@epa.gov).

Please let me know if you need anything else.

- Brian

Brian T. Hope
Director
Office of the Executive Secretariat
Phone: (202) 564-8212
Fax: (202) 501-1903

▼ John Ellis/DC/USEPA/US

John
Ellis/DC/USEPA/US

03/03/2008 07:25 PM

To Brian Hope/DC/USEPA/US@EPA

cc Byron Brown/DC/USEPA/US@EPA, "Deborah Williams"
<deborah.williams@epa.gov>

Subject Re: Fw: email memo

Are there any out going e-mail records sent on this account?
 If so, please explan when.
-----------------
Sent by EPA Wireless E-Mail Services

▼ Brian Hope
    ----- Original Message -----

    From: Brian Hope
    Sent: 03/03/2008 05:59 PM EST
    To: John Ellis



    Cc: Byron Brown; deborah.williams@epa.gov
    Subject: Re: Fw: email memo

John -

The "private" e-mail accounts aren't designed to be used any
differently than "public" accounts.  The private accounts were created
in response to the stakeholder community's habit of organizing bulk e-
mail campaigns on hot issues.  These campaigns result in enormous
amounts of e-mail flooding in.  Last year alone, the Administrator
received more than 235,000 such communications.  The "private"
accounts were created so that the Administrators and Deputies could
have a functional e-mail account to communicate with staff (and, if
they choose, limited numbers of external e-mail addresses) and not
have to wade through hundreds or thousands of issue e-mails every
day.

There are no restrictions associated with the "private" accounts - they
aren't send-only or anything like that, and the account name is not
masked or hidden from recipients.  They are standard Lotus Notes e-
mail accounts that employ an unusual naming convention, but which
otherwise work like and are used like any other individual Agency e-
mail account.

Please let me know if you need additional information.  Thanks.

- Brian

Brian T. Hope
Director
Office of the Executive Secretariat
Phone: (202) 564-8212
Fax: (202) 501-1903

▼ John Ellis/DC/USEPA/US

John
Ellis/DC/USEPA/US

02/29/2008 05:54 PM

To Byron Brown/DC/USEPA/US@EPA

cc deborah.williams@epa.gov, Brian
Hope/DC/USEPA/US@EPA

Subject Re: Fw: email memo

Byron,

When I start the letter,  I'll need to describe what this "private e-mail
box"  was used for?  What type of incoming and outgoing messages? 

John B. Ellis, CRM
Agency Records Officer
U.S. EPA,CSTD,OIC,OEI



Tel: (202) 566-1643
Fax: (202) 566 -1648
***********************
A Record is:
- documentary material (includes but not limited to memos, notes,
letters, reports, maps, photographs, and machine readable materials),
- regardless of physical form or characteristics (includes but not limited
to paper, film, or electronic),
- made or received (it was created or received while transacting
Agency business),
- and should be preserved (maintained as evidence of the organization,
functions, policies, decisions, procedures, operations, or other activities
of the Agency).

******** For more information, see "What Every EPA Staffer Should
Know About Records Management" at: 
http://www.epa.gov/records/what/index.htm  ********

▼ John Ellis/DC/USEPA/US

John
Ellis/DC/USEPA/US

02/28/2008 02:54 PM

To Byron Brown/DC/USEPA/US

cc deborah.williams@epa.gov

Subject Re: Fw: email memo

Sure, I can write the letter.  I am out of the office for the next two
weeks and can start on  it when I return.

John B. Ellis, CRM
Agency Records Officer
U.S. EPA,CSTD,OIC,OEI
Tel: (202) 566-1643
Fax: (202) 566 -1648
***********************
A Record is:
- documentary material (includes but not limited to memos, notes,
letters, reports, maps, photographs, and machine readable materials),
- regardless of physical form or characteristics (includes but not limited
to paper, film, or electronic),
- made or received (it was created or received while transacting
Agency business),
- and should be preserved (maintained as evidence of the organization,
functions, policies, decisions, procedures, operations, or other activities
of the Agency).

******** For more information, see "What Every EPA Staffer Should
Know About Records Management" at: 
http://www.epa.gov/records/what/index.htm  ********

▼ Byron Brown/DC/USEPA/US



Byron
Brown/DC/USEPA/US

02/28/2008 01:28 PM

To John Ellis/DC/USEPA/US@EPA

cc deborah.williams@epa.gov

Subject Re: Fw: email memo

I have not had a chance to draft a letter.   I believe the report OEX did
was meant to serve as the source material.  Would you be able to take
a crack at a first draft?  (The previous one I worked on, Constance
drafted the letter and OGC reviewed it.)

▼ John Ellis/DC/USEPA/US

John
Ellis/DC/USEPA/US 

02/28/2008 10:47 AM

To Byron Brown/DC/USEPA/US@EPA

cc deborah.williams@epa.gov

Subject Fw: email memo

Hello Byron,

Could I get a copy of the Unauthorized Destruction Letter that you
wrote to NARA regarding the Administrator's lost e-mail?

John B. Ellis, CRM
Agency Records Officer
U.S. EPA,CSTD,OIC,OEI
Tel: (202) 566-1643
Fax: (202) 566 -1648
***********************
A Record is:
- documentary material (includes but not limited to memos, notes,
letters, reports, maps, photographs, and machine readable materials),
- regardless of physical form or characteristics (includes but not limited
to paper, film, or electronic),
- made or received (it was created or received while transacting
Agency business),
- and should be preserved (maintained as evidence of the organization,
functions, policies, decisions, procedures, operations, or other activities
of the Agency).

******** For more information, see "What Every EPA Staffer Should
Know About Records Management" at: 
http://www.epa.gov/records/what/index.htm  ********

----- Forwarded by John Ellis/DC/USEPA/US on 02/28/2008 10:46 AM -----



John
Ellis/DC/USEPA/US

02/08/2008 12:44 PM

To Byron Brown/DC/USEPA/US

cc Brian Hope/DC/USEPA/US@EPA, Ray
Spears/DC/USEPA/US@EPA

Subject Re: email memo

Byron,

There is no special look for the notification but there are specific items
that it should cover.  See the regulations below for unauthorized
destruction of Federal records:

Subpart G -- Damage to, Alienation, and Unauthorized Destruction of

Records

§1228.100 Responsibilities.

(a) The Archivist of the United States and heads of Federal agencies are

responsible for preventing the alienation or unauthorized destruction of records,

including all forms of mutilation. Records may not be removed from the legal

custody of Federal agencies or destroyed without regard to the provisions of

agency records schedules (SF 115 approved by NARA or the General Records

issued by NARA).

(b) The heads of Federal agencies are responsible for ensuring that all employees

are aware of the provisions of the law relating to unauthorized destruction,

alienation, or mutilation of records, and should direct that any such action be

reported to them.



§1228.102 Criminal penalties.

The maximum penalty for the willful and unlawful destruction, damage, or

alienation of Federal records is a $2,000 fine, 3 years in prison, or both (18 U.S.C.

2071).

§1228.104 Reporting.

(a) The head of a Federal agency shall report any unlawful or accidental

destruction, defacing, alteration, or removal of records in the custody of that

agency to NARA (NWML), 8601 Adelphi Rd., College Park, MD 20740-6001. The

report shall include:

(1) A complete description of the records with volume and dates if known;

(2) The office of origin;

(3) A statement of the exact circumstances surrounding the alienation, defacing, or

destruction of the records;

(4) A statement of the safeguards established to prevent further loss of

documentation; and



(5) When appropriate, details of the actions taken to salvage, retrieve, or

reconstruct the records.

(b) This report has been cleared in accordance with GSA regulations in Title 41 of

the CFR and assigned Interagency Report Control Number 0285 - NAR - AR.

John B. Ellis, CRM
Agency Records Officer
U.S. EPA,CSTD,OIC,OEI
Tel: (202) 566-1643
Fax: (202) 566 -1648
***********************
A Record is:
- documentary material (includes but not limited to memos, notes,
letters, reports, maps, photographs, and machine readable materials),
- regardless of physical form or characteristics (includes but not limited
to paper, film, or electronic),
- made or received (it was created or received while transacting
Agency business),
- and should be preserved (maintained as evidence of the organization,
functions, policies, decisions, procedures, operations, or other activities
of the Agency).

******** For more information, see "What Every EPA Staffer Should
Know About Records Management" at: 
http://www.epa.gov/records/what/index.htm  ********

▼ Byron Brown/DC/USEPA/US

Byron
Brown/DC/USEPA/US 

02/08/2008 11:35 AM

To Brian Hope/DC/USEPA/US@EPA, Ray
Spears/DC/USEPA/US@EPA, John
Ellis/DC/USEPA/US@EPA

cc

Subject email memo

We need to follow up on drafting a memo for NARA about the
Administrator's email account.

Brian and Ray -- could someone on your staff draft a description of
what happened and the steps taken to repopulate the database?

John -- do you have a sample of what such a notification memo should



look like?  



From: Brian Hope
To: John Ellis
Cc: Byron Brown; Deborah Williams
Subject: Re: Fw: email memo
Date: 03/07/2008 12:27 PM

John -

I'm not sure I can give you a set of "when" scenarios for outgoing e-mail records
from these accounts.  Like I said, they work just like and are used just like a regular
e-mail account, just with a different naming convention from the EPA standard so
that members of the public won't be able to figure it out and bombard them with
issue mail.

There are definitely e-mails that are records that are sent by these accounts.  The
current Administrator prefers the telephone and face-to-face conversations, so very
rarely even uses his private account.  So, for him, there aren't many outgoing record
e-mails, but for all of the prior Administrators and Deputies that had private
accounts, there were certainly outgoing record e-mails.

I should note that we are talking about multiple e-mail accounts, not just a single,
generic "Administrator's private account."  Each incoming Administrator and some of
the deputies get their own private account with a unique identifier.  I should also
note that Marcus only has one account - the "public" one with the regular naming
convention (peacock.marcus@epa.gov).

Please let me know if you need anything else.

- Brian

Brian T. Hope
Director
Office of the Executive Secretariat
Phone: (202) 564-8212
Fax: (202) 501-1903
▼ John Ellis/DC/USEPA/US

John
Ellis/DC/USEPA/US

03/03/2008 07:25 PM

To Brian Hope/DC/USEPA/US@EPA

cc Byron Brown/DC/USEPA/US@EPA, "Deborah Williams"
<deborah.williams@epa.gov>

Subject Re: Fw: email memo

Are there any out going e-mail records sent on this account?
 If so, please explan when.
-----------------
Sent by EPA Wireless E-Mail Services

▼ Brian Hope
    ----- Original Message -----



    From: Brian Hope
    Sent: 03/03/2008 05:59 PM EST
    To: John Ellis
    Cc: Byron Brown; deborah.williams@epa.gov
    Subject: Re: Fw: email memo

John -

The "private" e-mail accounts aren't designed to be used any differently than
"public" accounts.  The private accounts were created in response to the stakeholder
community's habit of organizing bulk e-mail campaigns on hot issues.  These
campaigns result in enormous amounts of e-mail flooding in.  Last year alone, the
Administrator received more than 235,000 such communications.  The "private"
accounts were created so that the Administrators and Deputies could have a
functional e-mail account to communicate with staff (and, if they choose, limited
numbers of external e-mail addresses) and not have to wade through hundreds or
thousands of issue e-mails every day.

There are no restrictions associated with the "private" accounts - they aren't send-
only or anything like that, and the account name is not masked or hidden from
recipients.  They are standard Lotus Notes e-mail accounts that employ an unusual
naming convention, but which otherwise work like and are used like any other
individual Agency e-mail account.

Please let me know if you need additional information.  Thanks.

- Brian

Brian T. Hope
Director
Office of the Executive Secretariat
Phone: (202) 564-8212
Fax: (202) 501-1903
▼ John Ellis/DC/USEPA/US

John
Ellis/DC/USEPA/US

02/29/2008 05:54 PM

To Byron Brown/DC/USEPA/US@EPA

cc deborah.williams@epa.gov, Brian
Hope/DC/USEPA/US@EPA

Subject Re: Fw: email memo

Byron,

When I start the letter,  I'll need to describe what this "private e-mail box"  was
used for?  What type of incoming and outgoing messages? 

John B. Ellis, CRM
Agency Records Officer
U.S. EPA,CSTD,OIC,OEI



Tel: (202) 566-1643
Fax: (202) 566 -1648
***********************
A Record is:
- documentary material (includes but not limited to memos, notes, letters, reports,
maps, photographs, and machine readable materials),
- regardless of physical form or characteristics (includes but not limited to paper,
film, or electronic),
- made or received (it was created or received while transacting Agency business),
- and should be preserved (maintained as evidence of the organization, functions,
policies, decisions, procedures, operations, or other activities of the Agency).

******** For more information, see "What Every EPA Staffer Should Know About
Records Management" at:  http://www.epa.gov/records/what/index.htm  ********
▼ John Ellis/DC/USEPA/US

John
Ellis/DC/USEPA/US

02/28/2008 02:54 PM

To Byron Brown/DC/USEPA/US

cc deborah.williams@epa.gov

Subject Re: Fw: email memo

Sure, I can write the letter.  I am out of the office for the next two weeks and can
start on  it when I return.

John B. Ellis, CRM
Agency Records Officer
U.S. EPA,CSTD,OIC,OEI
Tel: (202) 566-1643
Fax: (202) 566 -1648
***********************
A Record is:
- documentary material (includes but not limited to memos, notes, letters, reports,
maps, photographs, and machine readable materials),
- regardless of physical form or characteristics (includes but not limited to paper,
film, or electronic),
- made or received (it was created or received while transacting Agency business),
- and should be preserved (maintained as evidence of the organization, functions,
policies, decisions, procedures, operations, or other activities of the Agency).

******** For more information, see "What Every EPA Staffer Should Know About
Records Management" at:  http://www.epa.gov/records/what/index.htm  ********
▼ Byron Brown/DC/USEPA/US

Byron
Brown/DC/USEPA/US To John Ellis/DC/USEPA/US@EPA

cc deborah.williams@epa.gov



02/28/2008 01:28 PM Subject Re: Fw: email memo

I have not had a chance to draft a letter.   I believe the report OEX did was meant
to serve as the source material.  Would you be able to take a crack at a first draft? 
(The previous one I worked on, Constance drafted the letter and OGC reviewed it.)

▼ John Ellis/DC/USEPA/US

John
Ellis/DC/USEPA/US 

02/28/2008 10:47 AM

To Byron Brown/DC/USEPA/US@EPA

cc deborah.williams@epa.gov

Subject Fw: email memo

Hello Byron,

Could I get a copy of the Unauthorized Destruction Letter that you wrote to NARA
regarding the Administrator's lost e-mail?

John B. Ellis, CRM
Agency Records Officer
U.S. EPA,CSTD,OIC,OEI
Tel: (202) 566-1643
Fax: (202) 566 -1648
***********************
A Record is:
- documentary material (includes but not limited to memos, notes, letters, reports,
maps, photographs, and machine readable materials),
- regardless of physical form or characteristics (includes but not limited to paper,
film, or electronic),
- made or received (it was created or received while transacting Agency business),
- and should be preserved (maintained as evidence of the organization, functions,
policies, decisions, procedures, operations, or other activities of the Agency).

******** For more information, see "What Every EPA Staffer Should Know About
Records Management" at:  http://www.epa.gov/records/what/index.htm  ********
----- Forwarded by John Ellis/DC/USEPA/US on 02/28/2008 10:46 AM -----

John
Ellis/DC/USEPA/US

02/08/2008 12:44 PM

To Byron Brown/DC/USEPA/US

cc Brian Hope/DC/USEPA/US@EPA, Ray
Spears/DC/USEPA/US@EPA

Subject Re: email memo



Byron,

There is no special look for the notification but there are specific items that it should
cover.  See the regulations below for unauthorized destruction of Federal records:

Subpart G -- Damage to, Alienation, and Unauthorized Destruction of

Records

§1228.100 Responsibilities.

(a) The Archivist of the United States and heads of Federal agencies are

responsible for preventing the alienation or unauthorized destruction of records,

including all forms of mutilation. Records may not be removed from the legal

custody of Federal agencies or destroyed without regard to the provisions of

agency records schedules (SF 115 approved by NARA or the General Records

issued by NARA).

(b) The heads of Federal agencies are responsible for ensuring that all employees

are aware of the provisions of the law relating to unauthorized destruction,

alienation, or mutilation of records, and should direct that any such action be

reported to them.

§1228.102 Criminal penalties.

The maximum penalty for the willful and unlawful destruction, damage, or

alienation of Federal records is a $2,000 fine, 3 years in prison, or both (18 U.S.C.

2071).



§1228.104 Reporting.

(a) The head of a Federal agency shall report any unlawful or accidental

destruction, defacing, alteration, or removal of records in the custody of that

agency to NARA (NWML), 8601 Adelphi Rd., College Park, MD 20740-6001. The

report shall include:

(1) A complete description of the records with volume and dates if known;

(2) The office of origin;

(3) A statement of the exact circumstances surrounding the alienation, defacing, or

destruction of the records;

(4) A statement of the safeguards established to prevent further loss of

documentation; and

(5) When appropriate, details of the actions taken to salvage, retrieve, or

reconstruct the records.

(b) This report has been cleared in accordance with GSA regulations in Title 41 of



the CFR and assigned Interagency Report Control Number 0285 - NAR - AR.

John B. Ellis, CRM
Agency Records Officer
U.S. EPA,CSTD,OIC,OEI
Tel: (202) 566-1643
Fax: (202) 566 -1648
***********************
A Record is:
- documentary material (includes but not limited to memos, notes, letters, reports,
maps, photographs, and machine readable materials),
- regardless of physical form or characteristics (includes but not limited to paper,
film, or electronic),
- made or received (it was created or received while transacting Agency business),
- and should be preserved (maintained as evidence of the organization, functions,
policies, decisions, procedures, operations, or other activities of the Agency).

******** For more information, see "What Every EPA Staffer Should Know About
Records Management" at:  http://www.epa.gov/records/what/index.htm  ********
▼ Byron Brown/DC/USEPA/US

Byron
Brown/DC/USEPA/US 

02/08/2008 11:35 AM

To Brian Hope/DC/USEPA/US@EPA, Ray
Spears/DC/USEPA/US@EPA, John
Ellis/DC/USEPA/US@EPA

cc

Subject email memo

We need to follow up on drafting a memo for NARA about the Administrator's email
account.

Brian and Ray -- could someone on your staff draft a description of what happened
and the steps taken to repopulate the database?

John -- do you have a sample of what such a notification memo should look like?  



From: John Ellis
To: Brian Hope
Cc: Byron Brown; Deborah Williams
Subject: Re: Fw: email memo
Date: 03/03/2008 07:25 PM

Are there any out going e-mail records sent on this account?
 If so, please explan when.
-----------------
Sent by EPA Wireless E-Mail Services
▼ Brian Hope
    ----- Original Message -----

    From: Brian Hope
    Sent: 03/03/2008 05:59 PM EST
    To: John Ellis
    Cc: Byron Brown; deborah.williams@epa.gov
    Subject: Re: Fw: email memo

John -

The "private" e-mail accounts aren't designed to be used any
differently than "public" accounts.  The private accounts were created
in response to the stakeholder community's habit of organizing bulk e-
mail campaigns on hot issues.  These campaigns result in enormous
amounts of e-mail flooding in.  Last year alone, the Administrator
received more than 235,000 such communications.  The "private"
accounts were created so that the Administrators and Deputies could
have a functional e-mail account to communicate with staff (and, if
they choose, limited numbers of external e-mail addresses) and not
have to wade through hundreds or thousands of issue e-mails every
day.

There are no restrictions associated with the "private" accounts - they
aren't send-only or anything like that, and the account name is not
masked or hidden from recipients.  They are standard Lotus Notes e-
mail accounts that employ an unusual naming convention, but which
otherwise work like and are used like any other individual Agency e-
mail account.

Please let me know if you need additional information.  Thanks.

- Brian

Brian T. Hope
Director
Office of the Executive Secretariat
Phone: (202) 564-8212
Fax: (202) 501-1903

▼ John Ellis/DC/USEPA/US

John
Ellis/DC/USEPA/US To Byron Brown/DC/USEPA/US@EPA



02/29/2008 05:54 PM

cc deborah.williams@epa.gov, Brian
Hope/DC/USEPA/US@EPA

Subject Re: Fw: email memo

Byron,

When I start the letter,  I'll need to describe what this "private e-mail
box"  was used for?  What type of incoming and outgoing messages? 

John B. Ellis, CRM
Agency Records Officer
U.S. EPA,CSTD,OIC,OEI
Tel: (202) 566-1643
Fax: (202) 566 -1648
***********************
A Record is:
- documentary material (includes but not limited to memos, notes,
letters, reports, maps, photographs, and machine readable materials),
- regardless of physical form or characteristics (includes but not limited
to paper, film, or electronic),
- made or received (it was created or received while transacting
Agency business),
- and should be preserved (maintained as evidence of the organization,
functions, policies, decisions, procedures, operations, or other activities
of the Agency).

******** For more information, see "What Every EPA Staffer Should
Know About Records Management" at: 
http://www.epa.gov/records/what/index.htm  ********

▼ John Ellis/DC/USEPA/US

John
Ellis/DC/USEPA/US

02/28/2008 02:54 PM

To Byron Brown/DC/USEPA/US

cc deborah.williams@epa.gov

Subject Re: Fw: email memo

Sure, I can write the letter.  I am out of the office for the next two
weeks and can start on  it when I return.

John B. Ellis, CRM
Agency Records Officer
U.S. EPA,CSTD,OIC,OEI
Tel: (202) 566-1643
Fax: (202) 566 -1648
***********************



A Record is:
- documentary material (includes but not limited to memos, notes,
letters, reports, maps, photographs, and machine readable materials),
- regardless of physical form or characteristics (includes but not limited
to paper, film, or electronic),
- made or received (it was created or received while transacting
Agency business),
- and should be preserved (maintained as evidence of the organization,
functions, policies, decisions, procedures, operations, or other activities
of the Agency).

******** For more information, see "What Every EPA Staffer Should
Know About Records Management" at: 
http://www.epa.gov/records/what/index.htm  ********

▼ Byron Brown/DC/USEPA/US

Byron
Brown/DC/USEPA/US

02/28/2008 01:28 PM

To John Ellis/DC/USEPA/US@EPA

cc deborah.williams@epa.gov

Subject Re: Fw: email memo

I have not had a chance to draft a letter.   I believe the report OEX did
was meant to serve as the source material.  Would you be able to take
a crack at a first draft?  (The previous one I worked on, Constance
drafted the letter and OGC reviewed it.)

▼ John Ellis/DC/USEPA/US

John
Ellis/DC/USEPA/US 

02/28/2008 10:47 AM

To Byron Brown/DC/USEPA/US@EPA

cc deborah.williams@epa.gov

Subject Fw: email memo

Hello Byron,

Could I get a copy of the Unauthorized Destruction Letter that you
wrote to NARA regarding the Administrator's lost e-mail?

John B. Ellis, CRM
Agency Records Officer
U.S. EPA,CSTD,OIC,OEI
Tel: (202) 566-1643
Fax: (202) 566 -1648
***********************



A Record is:
- documentary material (includes but not limited to memos, notes,
letters, reports, maps, photographs, and machine readable materials),
- regardless of physical form or characteristics (includes but not limited
to paper, film, or electronic),
- made or received (it was created or received while transacting
Agency business),
- and should be preserved (maintained as evidence of the organization,
functions, policies, decisions, procedures, operations, or other activities
of the Agency).

******** For more information, see "What Every EPA Staffer Should
Know About Records Management" at: 
http://www.epa.gov/records/what/index.htm  ********

----- Forwarded by John Ellis/DC/USEPA/US on 02/28/2008 10:46 AM -----

John
Ellis/DC/USEPA/US

02/08/2008 12:44 PM

To Byron Brown/DC/USEPA/US

cc Brian Hope/DC/USEPA/US@EPA, Ray
Spears/DC/USEPA/US@EPA

Subject Re: email memo

Byron,

There is no special look for the notification but there are specific items
that it should cover.  See the regulations below for unauthorized
destruction of Federal records:

Subpart G -- Damage to, Alienation, and Unauthorized Destruction of

Records

§1228.100 Responsibilities.

(a) The Archivist of the United States and heads of Federal agencies are

responsible for preventing the alienation or unauthorized destruction of records,

including all forms of mutilation. Records may not be removed from the legal

custody of Federal agencies or destroyed without regard to the provisions of

agency records schedules (SF 115 approved by NARA or the General Records



issued by NARA).

(b) The heads of Federal agencies are responsible for ensuring that all employees

are aware of the provisions of the law relating to unauthorized destruction,

alienation, or mutilation of records, and should direct that any such action be

reported to them.

§1228.102 Criminal penalties.

The maximum penalty for the willful and unlawful destruction, damage, or

alienation of Federal records is a $2,000 fine, 3 years in prison, or both (18 U.S.C.

2071).

§1228.104 Reporting.

(a) The head of a Federal agency shall report any unlawful or accidental

destruction, defacing, alteration, or removal of records in the custody of that

agency to NARA (NWML), 8601 Adelphi Rd., College Park, MD 20740-6001. The

report shall include:

(1) A complete description of the records with volume and dates if known;

(2) The office of origin;



(3) A statement of the exact circumstances surrounding the alienation, defacing, or

destruction of the records;

(4) A statement of the safeguards established to prevent further loss of

documentation; and

(5) When appropriate, details of the actions taken to salvage, retrieve, or

reconstruct the records.

(b) This report has been cleared in accordance with GSA regulations in Title 41 of

the CFR and assigned Interagency Report Control Number 0285 - NAR - AR.

John B. Ellis, CRM
Agency Records Officer
U.S. EPA,CSTD,OIC,OEI
Tel: (202) 566-1643
Fax: (202) 566 -1648
***********************
A Record is:
- documentary material (includes but not limited to memos, notes,
letters, reports, maps, photographs, and machine readable materials),
- regardless of physical form or characteristics (includes but not limited
to paper, film, or electronic),
- made or received (it was created or received while transacting
Agency business),
- and should be preserved (maintained as evidence of the organization,
functions, policies, decisions, procedures, operations, or other activities
of the Agency).

******** For more information, see "What Every EPA Staffer Should
Know About Records Management" at: 
http://www.epa.gov/records/what/index.htm  ********

▼ Byron Brown/DC/USEPA/US

Byron



Brown/DC/USEPA/US 

02/08/2008 11:35 AM

To Brian Hope/DC/USEPA/US@EPA, Ray
Spears/DC/USEPA/US@EPA, John
Ellis/DC/USEPA/US@EPA

cc

Subject email memo

We need to follow up on drafting a memo for NARA about the
Administrator's email account.

Brian and Ray -- could someone on your staff draft a description of
what happened and the steps taken to repopulate the database?

John -- do you have a sample of what such a notification memo should
look like?  



From: John Ellis
To: Byron Brown
Cc: deborah.williams@epa.gov; Brian Hope
Subject: Re: Fw: email memo
Date: 02/29/2008 05:54 PM

Byron,

When I start the letter,  I'll need to describe what this "private e-mail box"  was
used for?  What type of incoming and outgoing messages? 

John B. Ellis, CRM
Agency Records Officer
U.S. EPA,CSTD,OIC,OEI
Tel: (202) 566-1643
Fax: (202) 566 -1648
***********************
A Record is:
- documentary material (includes but not limited to memos, notes, letters, reports,
maps, photographs, and machine readable materials),
- regardless of physical form or characteristics (includes but not limited to paper,
film, or electronic),
- made or received (it was created or received while transacting Agency business),
- and should be preserved (maintained as evidence of the organization, functions,
policies, decisions, procedures, operations, or other activities of the Agency).

******** For more information, see "What Every EPA Staffer Should Know About
Records Management" at:  http://www.epa.gov/records/what/index.htm  ********
▼ John Ellis/DC/USEPA/US

John
Ellis/DC/USEPA/US

02/28/2008 02:54 PM

To Byron Brown/DC/USEPA/US

cc deborah.williams@epa.gov

Subject Re: Fw: email memo

Sure, I can write the letter.  I am out of the office for the next two weeks and can
start on  it when I return.

John B. Ellis, CRM
Agency Records Officer
U.S. EPA,CSTD,OIC,OEI
Tel: (202) 566-1643
Fax: (202) 566 -1648
***********************
A Record is:
- documentary material (includes but not limited to memos, notes, letters, reports,
maps, photographs, and machine readable materials),
- regardless of physical form or characteristics (includes but not limited to paper,



film, or electronic),
- made or received (it was created or received while transacting Agency business),
- and should be preserved (maintained as evidence of the organization, functions,
policies, decisions, procedures, operations, or other activities of the Agency).

******** For more information, see "What Every EPA Staffer Should Know About
Records Management" at:  http://www.epa.gov/records/what/index.htm  ********
▼ Byron Brown/DC/USEPA/US

Byron
Brown/DC/USEPA/US

02/28/2008 01:28 PM

To John Ellis/DC/USEPA/US@EPA

cc deborah.williams@epa.gov

Subject Re: Fw: email memo

I have not had a chance to draft a letter.   I believe the report OEX did was meant
to serve as the source material.  Would you be able to take a crack at a first draft? 
(The previous one I worked on, Constance drafted the letter and OGC reviewed it.)

▼ John Ellis/DC/USEPA/US

John
Ellis/DC/USEPA/US 

02/28/2008 10:47 AM

To Byron Brown/DC/USEPA/US@EPA

cc deborah.williams@epa.gov

Subject Fw: email memo

Hello Byron,

Could I get a copy of the Unauthorized Destruction Letter that you wrote to NARA
regarding the Administrator's lost e-mail?

John B. Ellis, CRM
Agency Records Officer
U.S. EPA,CSTD,OIC,OEI
Tel: (202) 566-1643
Fax: (202) 566 -1648
***********************
A Record is:
- documentary material (includes but not limited to memos, notes, letters, reports,
maps, photographs, and machine readable materials),
- regardless of physical form or characteristics (includes but not limited to paper,
film, or electronic),
- made or received (it was created or received while transacting Agency business),
- and should be preserved (maintained as evidence of the organization, functions,
policies, decisions, procedures, operations, or other activities of the Agency).



******** For more information, see "What Every EPA Staffer Should Know About
Records Management" at:  http://www.epa.gov/records/what/index.htm  ********
----- Forwarded by John Ellis/DC/USEPA/US on 02/28/2008 10:46 AM -----

John
Ellis/DC/USEPA/US

02/08/2008 12:44 PM

To Byron Brown/DC/USEPA/US

cc Brian Hope/DC/USEPA/US@EPA, Ray
Spears/DC/USEPA/US@EPA

Subject Re: email memo

Byron,

There is no special look for the notification but there are specific items that it should
cover.  See the regulations below for unauthorized destruction of Federal records:

Subpart G -- Damage to, Alienation, and Unauthorized Destruction of

Records

§1228.100 Responsibilities.

(a) The Archivist of the United States and heads of Federal agencies are

responsible for preventing the alienation or unauthorized destruction of records,

including all forms of mutilation. Records may not be removed from the legal

custody of Federal agencies or destroyed without regard to the provisions of

agency records schedules (SF 115 approved by NARA or the General Records

issued by NARA).

(b) The heads of Federal agencies are responsible for ensuring that all employees

are aware of the provisions of the law relating to unauthorized destruction,

alienation, or mutilation of records, and should direct that any such action be

reported to them.



§1228.102 Criminal penalties.

The maximum penalty for the willful and unlawful destruction, damage, or

alienation of Federal records is a $2,000 fine, 3 years in prison, or both (18 U.S.C.

2071).

§1228.104 Reporting.

(a) The head of a Federal agency shall report any unlawful or accidental

destruction, defacing, alteration, or removal of records in the custody of that

agency to NARA (NWML), 8601 Adelphi Rd., College Park, MD 20740-6001. The

report shall include:

(1) A complete description of the records with volume and dates if known;

(2) The office of origin;

(3) A statement of the exact circumstances surrounding the alienation, defacing, or

destruction of the records;

(4) A statement of the safeguards established to prevent further loss of



documentation; and

(5) When appropriate, details of the actions taken to salvage, retrieve, or

reconstruct the records.

(b) This report has been cleared in accordance with GSA regulations in Title 41 of

the CFR and assigned Interagency Report Control Number 0285 - NAR - AR.

John B. Ellis, CRM
Agency Records Officer
U.S. EPA,CSTD,OIC,OEI
Tel: (202) 566-1643
Fax: (202) 566 -1648
***********************
A Record is:
- documentary material (includes but not limited to memos, notes, letters, reports,
maps, photographs, and machine readable materials),
- regardless of physical form or characteristics (includes but not limited to paper,
film, or electronic),
- made or received (it was created or received while transacting Agency business),
- and should be preserved (maintained as evidence of the organization, functions,
policies, decisions, procedures, operations, or other activities of the Agency).

******** For more information, see "What Every EPA Staffer Should Know About
Records Management" at:  http://www.epa.gov/records/what/index.htm  ********
▼ Byron Brown/DC/USEPA/US

Byron
Brown/DC/USEPA/US 

02/08/2008 11:35 AM

To Brian Hope/DC/USEPA/US@EPA, Ray
Spears/DC/USEPA/US@EPA, John
Ellis/DC/USEPA/US@EPA

cc

Subject email memo

We need to follow up on drafting a memo for NARA about the Administrator's email
account.

Brian and Ray -- could someone on your staff draft a description of what happened
and the steps taken to repopulate the database?



John -- do you have a sample of what such a notification memo should look like?  



From: John Ellis
To: Byron Brown
Cc: deborah.williams@epa.gov
Subject: Re: Fw: email memo
Date: 02/28/2008 02:54 PM

Sure, I can write the letter.  I am out of the office for the next two weeks and can
start on  it when I return.

John B. Ellis, CRM
Agency Records Officer
U.S. EPA,CSTD,OIC,OEI
Tel: (202) 566-1643
Fax: (202) 566 -1648
***********************
A Record is:
- documentary material (includes but not limited to memos, notes, letters, reports,
maps, photographs, and machine readable materials),
- regardless of physical form or characteristics (includes but not limited to paper,
film, or electronic),
- made or received (it was created or received while transacting Agency business),
- and should be preserved (maintained as evidence of the organization, functions,
policies, decisions, procedures, operations, or other activities of the Agency).

******** For more information, see "What Every EPA Staffer Should Know About
Records Management" at:  http://www.epa.gov/records/what/index.htm  ********
▼ Byron Brown/DC/USEPA/US

Byron
Brown/DC/USEPA/US

02/28/2008 01:28 PM

To John Ellis/DC/USEPA/US@EPA

cc deborah.williams@epa.gov

Subject Re: Fw: email memo

I have not had a chance to draft a letter.   I believe the report OEX did was meant
to serve as the source material.  Would you be able to take a crack at a first draft? 
(The previous one I worked on, Constance drafted the letter and OGC reviewed it.)

▼ John Ellis/DC/USEPA/US

John
Ellis/DC/USEPA/US 

02/28/2008 10:47 AM

To Byron Brown/DC/USEPA/US@EPA

cc deborah.williams@epa.gov

Subject Fw: email memo



Hello Byron,

Could I get a copy of the Unauthorized Destruction Letter that you wrote to NARA
regarding the Administrator's lost e-mail?

John B. Ellis, CRM
Agency Records Officer
U.S. EPA,CSTD,OIC,OEI
Tel: (202) 566-1643
Fax: (202) 566 -1648
***********************
A Record is:
- documentary material (includes but not limited to memos, notes, letters, reports,
maps, photographs, and machine readable materials),
- regardless of physical form or characteristics (includes but not limited to paper,
film, or electronic),
- made or received (it was created or received while transacting Agency business),
- and should be preserved (maintained as evidence of the organization, functions,
policies, decisions, procedures, operations, or other activities of the Agency).

******** For more information, see "What Every EPA Staffer Should Know About
Records Management" at:  http://www.epa.gov/records/what/index.htm  ********
----- Forwarded by John Ellis/DC/USEPA/US on 02/28/2008 10:46 AM -----

John
Ellis/DC/USEPA/US

02/08/2008 12:44 PM

To Byron Brown/DC/USEPA/US

cc Brian Hope/DC/USEPA/US@EPA, Ray
Spears/DC/USEPA/US@EPA

Subject Re: email memo

Byron,

There is no special look for the notification but there are specific items that it should
cover.  See the regulations below for unauthorized destruction of Federal records:

Subpart G -- Damage to, Alienation, and Unauthorized Destruction of

Records

§1228.100 Responsibilities.



(a) The Archivist of the United States and heads of Federal agencies are

responsible for preventing the alienation or unauthorized destruction of records,

including all forms of mutilation. Records may not be removed from the legal

custody of Federal agencies or destroyed without regard to the provisions of

agency records schedules (SF 115 approved by NARA or the General Records

issued by NARA).

(b) The heads of Federal agencies are responsible for ensuring that all employees

are aware of the provisions of the law relating to unauthorized destruction,

alienation, or mutilation of records, and should direct that any such action be

reported to them.

§1228.102 Criminal penalties.

The maximum penalty for the willful and unlawful destruction, damage, or

alienation of Federal records is a $2,000 fine, 3 years in prison, or both (18 U.S.C.

2071).

§1228.104 Reporting.

(a) The head of a Federal agency shall report any unlawful or accidental

destruction, defacing, alteration, or removal of records in the custody of that

agency to NARA (NWML), 8601 Adelphi Rd., College Park, MD 20740-6001. The

report shall include:

(1) A complete description of the records with volume and dates if known;



(2) The office of origin;

(3) A statement of the exact circumstances surrounding the alienation, defacing, or

destruction of the records;

(4) A statement of the safeguards established to prevent further loss of

documentation; and

(5) When appropriate, details of the actions taken to salvage, retrieve, or

reconstruct the records.

(b) This report has been cleared in accordance with GSA regulations in Title 41 of

the CFR and assigned Interagency Report Control Number 0285 - NAR - AR.

John B. Ellis, CRM
Agency Records Officer
U.S. EPA,CSTD,OIC,OEI
Tel: (202) 566-1643
Fax: (202) 566 -1648
***********************
A Record is:
- documentary material (includes but not limited to memos, notes, letters, reports,
maps, photographs, and machine readable materials),
- regardless of physical form or characteristics (includes but not limited to paper,
film, or electronic),
- made or received (it was created or received while transacting Agency business),
- and should be preserved (maintained as evidence of the organization, functions,
policies, decisions, procedures, operations, or other activities of the Agency).

******** For more information, see "What Every EPA Staffer Should Know About
Records Management" at:  http://www.epa.gov/records/what/index.htm  ********



▼ Byron Brown/DC/USEPA/US

Byron
Brown/DC/USEPA/US 

02/08/2008 11:35 AM

To Brian Hope/DC/USEPA/US@EPA, Ray
Spears/DC/USEPA/US@EPA, John
Ellis/DC/USEPA/US@EPA

cc

Subject email memo

We need to follow up on drafting a memo for NARA about the Administrator's email
account.

Brian and Ray -- could someone on your staff draft a description of what happened
and the steps taken to repopulate the database?

John -- do you have a sample of what such a notification memo should look like?  



From: Byron Brown
To: John Ellis
Cc: deborah.williams@epa.gov
Subject: Re: Fw: email memo
Date: 02/28/2008 01:28 PM

I have not had a chance to draft a letter.   I believe the report OEX did was meant
to serve as the source material.  Would you be able to take a crack at a first draft? 
(The previous one I worked on, Constance drafted the letter and OGC reviewed it.)

▼ John Ellis/DC/USEPA/US

John
Ellis/DC/USEPA/US 

02/28/2008 10:47 AM

To Byron Brown/DC/USEPA/US@EPA

cc deborah.williams@epa.gov

Subject Fw: email memo

Hello Byron,

Could I get a copy of the Unauthorized Destruction Letter that you
wrote to NARA regarding the Administrator's lost e-mail?

John B. Ellis, CRM
Agency Records Officer
U.S. EPA,CSTD,OIC,OEI
Tel: (202) 566-1643
Fax: (202) 566 -1648
***********************
A Record is:
- documentary material (includes but not limited to memos, notes,
letters, reports, maps, photographs, and machine readable materials),
- regardless of physical form or characteristics (includes but not limited
to paper, film, or electronic),
- made or received (it was created or received while transacting
Agency business),
- and should be preserved (maintained as evidence of the organization,
functions, policies, decisions, procedures, operations, or other activities
of the Agency).

******** For more information, see "What Every EPA Staffer Should
Know About Records Management" at: 
http://www.epa.gov/records/what/index.htm  ********

----- Forwarded by John Ellis/DC/USEPA/US on 02/28/2008 10:46 AM -----

John
Ellis/DC/USEPA/US

02/08/2008 12:44 PM

To Byron Brown/DC/USEPA/US

cc Brian Hope/DC/USEPA/US@EPA, Ray
Spears/DC/USEPA/US@EPA

Subject Re: email memo



Byron,

There is no special look for the notification but there are specific items that it should
cover.  See the regulations below for unauthorized destruction of Federal records:

Subpart G -- Damage to, Alienation, and Unauthorized Destruction of

Records

§1228.100 Responsibilities.

(a) The Archivist of the United States and heads of Federal agencies are

responsible for preventing the alienation or unauthorized destruction of records,

including all forms of mutilation. Records may not be removed from the legal

custody of Federal agencies or destroyed without regard to the provisions of

agency records schedules (SF 115 approved by NARA or the General Records

issued by NARA).

(b) The heads of Federal agencies are responsible for ensuring that all employees

are aware of the provisions of the law relating to unauthorized destruction,

alienation, or mutilation of records, and should direct that any such action be

reported to them.

§1228.102 Criminal penalties.

The maximum penalty for the willful and unlawful destruction, damage, or



alienation of Federal records is a $2,000 fine, 3 years in prison, or both (18 U.S.C.

2071).

§1228.104 Reporting.

(a) The head of a Federal agency shall report any unlawful or accidental

destruction, defacing, alteration, or removal of records in the custody of that

agency to NARA (NWML), 8601 Adelphi Rd., College Park, MD 20740-6001. The

report shall include:

(1) A complete description of the records with volume and dates if known;

(2) The office of origin;

(3) A statement of the exact circumstances surrounding the alienation, defacing, or

destruction of the records;

(4) A statement of the safeguards established to prevent further loss of

documentation; and

(5) When appropriate, details of the actions taken to salvage, retrieve, or

reconstruct the records.



(b) This report has been cleared in accordance with GSA regulations in Title 41 of

the CFR and assigned Interagency Report Control Number 0285 - NAR - AR.

John B. Ellis, CRM
Agency Records Officer
U.S. EPA,CSTD,OIC,OEI
Tel: (202) 566-1643
Fax: (202) 566 -1648
***********************
A Record is:
- documentary material (includes but not limited to memos, notes, letters, reports,
maps, photographs, and machine readable materials),
- regardless of physical form or characteristics (includes but not limited to paper,
film, or electronic),
- made or received (it was created or received while transacting Agency business),
- and should be preserved (maintained as evidence of the organization, functions,
policies, decisions, procedures, operations, or other activities of the Agency).

******** For more information, see "What Every EPA Staffer Should Know About
Records Management" at:  http://www.epa.gov/records/what/index.htm  ********
▼ Byron Brown/DC/USEPA/US

Byron
Brown/DC/USEPA/US 

02/08/2008 11:35 AM

To Brian Hope/DC/USEPA/US@EPA, Ray
Spears/DC/USEPA/US@EPA, John
Ellis/DC/USEPA/US@EPA

cc

Subject email memo

We need to follow up on drafting a memo for NARA about the Administrator's email
account.

Brian and Ray -- could someone on your staff draft a description of what happened
and the steps taken to repopulate the database?

John -- do you have a sample of what such a notification memo should look like?  



From: John Ellis
To: Byron Brown
Cc: deborah.williams@epa.gov
Subject: Fw: email memo
Date: 02/28/2008 10:47 AM

Hello Byron,

Could I get a copy of the Unauthorized Destruction Letter that you wrote to NARA
regarding the Administrator's lost e-mail?

John B. Ellis, CRM
Agency Records Officer
U.S. EPA,CSTD,OIC,OEI
Tel: (202) 566-1643
Fax: (202) 566 -1648
***********************
A Record is:
- documentary material (includes but not limited to memos, notes, letters, reports,
maps, photographs, and machine readable materials),
- regardless of physical form or characteristics (includes but not limited to paper,
film, or electronic),
- made or received (it was created or received while transacting Agency business),
- and should be preserved (maintained as evidence of the organization, functions,
policies, decisions, procedures, operations, or other activities of the Agency).

******** For more information, see "What Every EPA Staffer Should Know About
Records Management" at:  http://www.epa.gov/records/what/index.htm  ********
----- Forwarded by John Ellis/DC/USEPA/US on 02/28/2008 10:46 AM -----

John
Ellis/DC/USEPA/US

02/08/2008 12:44 PM

To Byron Brown/DC/USEPA/US

cc Brian Hope/DC/USEPA/US@EPA, Ray
Spears/DC/USEPA/US@EPA

Subject Re: email memo

Byron,

There is no special look for the notification but there are specific items that it should
cover.  See the regulations below for unauthorized destruction of Federal records:

Subpart G -- Damage to, Alienation, and Unauthorized Destruction of Records

§1228.100 Responsibilities.



(a) The Archivist of the United States and heads of Federal agencies are responsible for preventing

the alienation or unauthorized destruction of records, including all forms of mutilation. Records may

not be removed from the legal custody of Federal agencies or destroyed without regard to the

provisions of agency records schedules (SF 115 approved by NARA or the General Records issued

by NARA).

(b) The heads of Federal agencies are responsible for ensuring that all employees are aware of the

provisions of the law relating to unauthorized destruction, alienation, or mutilation of records, and

should direct that any such action be reported to them.

§1228.102 Criminal penalties.

The maximum penalty for the willful and unlawful destruction, damage, or alienation of Federal

records is a $2,000 fine, 3 years in prison, or both (18 U.S.C. 2071).

§1228.104 Reporting.

(a) The head of a Federal agency shall report any unlawful or accidental destruction, defacing,

alteration, or removal of records in the custody of that agency to NARA (NWML), 8601 Adelphi Rd.,

College Park, MD 20740-6001. The report shall include:

(1) A complete description of the records with volume and dates if known;



(2) The office of origin;

(3) A statement of the exact circumstances surrounding the alienation, defacing, or destruction of

the records;

(4) A statement of the safeguards established to prevent further loss of documentation; and

(5) When appropriate, details of the actions taken to salvage, retrieve, or reconstruct the records.

(b) This report has been cleared in accordance with GSA regulations in Title 41 of the CFR and

assigned Interagency Report Control Number 0285 - NAR - AR.

John B. Ellis, CRM
Agency Records Officer
U.S. EPA,CSTD,OIC,OEI
Tel: (202) 566-1643
Fax: (202) 566 -1648
***********************
A Record is:
- documentary material (includes but not limited to memos, notes, letters, reports,
maps, photographs, and machine readable materials),
- regardless of physical form or characteristics (includes but not limited to paper,
film, or electronic),
- made or received (it was created or received while transacting Agency business),
- and should be preserved (maintained as evidence of the organization, functions,
policies, decisions, procedures, operations, or other activities of the Agency).

******** For more information, see "What Every EPA Staffer Should Know About
Records Management" at:  http://www.epa.gov/records/what/index.htm  ********
▼ Byron Brown/DC/USEPA/US

Byron



Brown/DC/USEPA/US 

02/08/2008 11:35 AM

To Brian Hope/DC/USEPA/US@EPA, Ray
Spears/DC/USEPA/US@EPA, John
Ellis/DC/USEPA/US@EPA

cc

Subject email memo

We need to follow up on drafting a memo for NARA about the Administrator's email
account.

Brian and Ray -- could someone on your staff draft a description of what happened
and the steps taken to repopulate the database?

John -- do you have a sample of what such a notification memo should look like?  



From: John Ellis
To: deborah.williams@epa.gov
Subject: Fw: email memo
Date: 02/08/2008 03:28 PM
Attachments: Final Report of recovery effort.doc

FYI
John B. Ellis, CRM
Agency Records Officer
U.S. EPA,CSTD,OIC,OEI
Tel: (202) 566-1643
Fax: (202) 566 -1648
***********************
A Record is:
- documentary material (includes but not limited to memos, notes, letters, reports,
maps, photographs, and machine readable materials),
- regardless of physical form or characteristics (includes but not limited to paper,
film, or electronic),
- made or received (it was created or received while transacting Agency business),
- and should be preserved (maintained as evidence of the organization, functions,
policies, decisions, procedures, operations, or other activities of the Agency).

******** For more information, see "What Every EPA Staffer Should Know About
Records Management" at:  http://www.epa.gov/records/what/index.htm  ********
----- Forwarded by John Ellis/DC/USEPA/US on 02/08/2008 03:27 PM -----

Michael
Hanson/DC/USEPA/US

02/08/2008 02:43 PM

To John Ellis/DC/USEPA/US@EPA

cc Brian Hope/DC/USEPA/US@EPA, Byron
Brown/DC/USEPA/US@EPA

Subject Re: email memo

Hello All,
John is absolutely correct, it was Pat in the Meeting.
Mike

Michael Hanson
(202) 564-1320
Office of Executive Services 
The Office of The Administrator
Environmental Protection Agency
▼ John Ellis/DC/USEPA/US

John
Ellis/DC/USEPA/US

02/08/2008 01:34 PM

To Brian Hope/DC/USEPA/US@EPA, Byron
Brown/DC/USEPA/US@EPA, Michael
Hanson/DC/USEPA/US@EPA

cc

Subject Re: email memo



In Mike Hanson's Report on the Administrator's E-mail Recovery efforts,  in the
second paragraph under August 14, 2007, he stated that he met with Cece Kremer,
Joshua Eller, Ray Spears, and the Agency’s Records Management Officer.   I am the
Agency Records Officer and I did not attend that meeting.  Mike probably meant the
AO's Records Liaison Officers, Pat Porter.

John B. Ellis, CRM
Agency Records Officer
U.S. EPA,CSTD,OIC,OEI
Tel: (202) 566-1643
Fax: (202) 566 -1648
***********************
A Record is:
- documentary material (includes but not limited to memos, notes, letters, reports,
maps, photographs, and machine readable materials),
- regardless of physical form or characteristics (includes but not limited to paper,
film, or electronic),
- made or received (it was created or received while transacting Agency business),
- and should be preserved (maintained as evidence of the organization, functions,
policies, decisions, procedures, operations, or other activities of the Agency).

******** For more information, see "What Every EPA Staffer Should Know About
Records Management" at:  http://www.epa.gov/records/what/index.htm  ********
▼ Brian Hope/DC/USEPA/US

Brian
Hope/DC/USEPA/US

02/08/2008 12:17 PM

To Byron Brown/DC/USEPA/US@EPA

cc John Ellis/DC/USEPA/US@EPA, Ray
Spears/DC/USEPA/US@EPA

Subject Re: email memo

Byron -

Mike Hanson undertook the recovery effort and put together the document below.

Please let me know if you need anything else.  Thanks.

- Brian

Brian T. Hope
Director
Office of the Executive Secretariat



Phone: (202) 564-8212
Fax: (202) 501-1903
▼ Byron Brown/DC/USEPA/US

Byron
Brown/DC/USEPA/US 

02/08/2008 11:35 AM

To Brian Hope/DC/USEPA/US@EPA, Ray
Spears/DC/USEPA/US@EPA, John
Ellis/DC/USEPA/US@EPA

cc

Subject email memo

We need to follow up on drafting a memo for NARA about the Administrator's email
account.

Brian and Ray -- could someone on your staff draft a description of what happened
and the steps taken to repopulate the database?

John -- do you have a sample of what such a notification memo should look like?  



From: John Ellis
To: Brian Hope; Byron Brown; Michael Hanson
Subject: Re: email memo
Date: 02/08/2008 01:34 PM
Attachments: Final Report of recovery effort.doc

In Mike Hanson's Report on the Administrator's E-mail Recovery efforts,  in the
second paragraph under August 14, 2007, he stated that he met with Cece Kremer,
Joshua Eller, Ray Spears, and the Agency’s Records Management Officer.   I am the
Agency Records Officer and I did not attend that meeting.  Mike probably meant the
AO's Records Liaison Officers, Pat Porter.

John B. Ellis, CRM
Agency Records Officer
U.S. EPA,CSTD,OIC,OEI
Tel: (202) 566-1643
Fax: (202) 566 -1648
***********************
A Record is:
- documentary material (includes but not limited to memos, notes, letters, reports,
maps, photographs, and machine readable materials),
- regardless of physical form or characteristics (includes but not limited to paper,
film, or electronic),
- made or received (it was created or received while transacting Agency business),
- and should be preserved (maintained as evidence of the organization, functions,
policies, decisions, procedures, operations, or other activities of the Agency).

******** For more information, see "What Every EPA Staffer Should Know About
Records Management" at:  http://www.epa.gov/records/what/index.htm  ********
▼ Brian Hope/DC/USEPA/US

Brian
Hope/DC/USEPA/US

02/08/2008 12:17 PM

To Byron Brown/DC/USEPA/US@EPA

cc John Ellis/DC/USEPA/US@EPA, Ray
Spears/DC/USEPA/US@EPA

Subject Re: email memo

Byron -

Mike Hanson undertook the recovery effort and put together the document below.

Please let me know if you need anything else.  Thanks.

- Brian



Brian T. Hope
Director
Office of the Executive Secretariat
Phone: (202) 564-8212
Fax: (202) 501-1903
▼ Byron Brown/DC/USEPA/US

Byron
Brown/DC/USEPA/US 

02/08/2008 11:35 AM

To Brian Hope/DC/USEPA/US@EPA, Ray
Spears/DC/USEPA/US@EPA, John
Ellis/DC/USEPA/US@EPA

cc

Subject email memo

We need to follow up on drafting a memo for NARA about the Administrator's email
account.

Brian and Ray -- could someone on your staff draft a description of what happened
and the steps taken to repopulate the database?

John -- do you have a sample of what such a notification memo should look like?  



From: John Ellis
To: Byron Brown
Cc: Brian Hope; Ray Spears
Subject: Re: email memo
Date: 02/08/2008 12:44 PM

Byron,

There is no special look for the notification but there are specific items that it should
cover.  See the regulations below for unauthorized destruction of Federal records:

Subpart G -- Damage to, Alienation, and Unauthorized Destruction of Records

§1228.100 Responsibilities.

(a) The Archivist of the United States and heads of Federal agencies are responsible for preventing

the alienation or unauthorized destruction of records, including all forms of mutilation. Records may

not be removed from the legal custody of Federal agencies or destroyed without regard to the

provisions of agency records schedules (SF 115 approved by NARA or the General Records issued

by NARA).

(b) The heads of Federal agencies are responsible for ensuring that all employees are aware of the

provisions of the law relating to unauthorized destruction, alienation, or mutilation of records, and

should direct that any such action be reported to them.

§1228.102 Criminal penalties.

The maximum penalty for the willful and unlawful destruction, damage, or alienation of Federal

records is a $2,000 fine, 3 years in prison, or both (18 U.S.C. 2071).



§1228.104 Reporting.

(a) The head of a Federal agency shall report any unlawful or accidental destruction, defacing,

alteration, or removal of records in the custody of that agency to NARA (NWML), 8601 Adelphi Rd.,

College Park, MD 20740-6001. The report shall include:

(1) A complete description of the records with volume and dates if known;

(2) The office of origin;

(3) A statement of the exact circumstances surrounding the alienation, defacing, or destruction of

the records;

(4) A statement of the safeguards established to prevent further loss of documentation; and

(5) When appropriate, details of the actions taken to salvage, retrieve, or reconstruct the records.

(b) This report has been cleared in accordance with GSA regulations in Title 41 of the CFR and

assigned Interagency Report Control Number 0285 - NAR - AR.



John B. Ellis, CRM
Agency Records Officer
U.S. EPA,CSTD,OIC,OEI
Tel: (202) 566-1643
Fax: (202) 566 -1648
***********************
A Record is:
- documentary material (includes but not limited to memos, notes, letters, reports,
maps, photographs, and machine readable materials),
- regardless of physical form or characteristics (includes but not limited to paper,
film, or electronic),
- made or received (it was created or received while transacting Agency business),
- and should be preserved (maintained as evidence of the organization, functions,
policies, decisions, procedures, operations, or other activities of the Agency).

******** For more information, see "What Every EPA Staffer Should Know About
Records Management" at:  http://www.epa.gov/records/what/index.htm  ********
▼ Byron Brown/DC/USEPA/US

Byron
Brown/DC/USEPA/US 

02/08/2008 11:35 AM

To Brian Hope/DC/USEPA/US@EPA, Ray
Spears/DC/USEPA/US@EPA, John
Ellis/DC/USEPA/US@EPA

cc

Subject email memo

We need to follow up on drafting a memo for NARA about the
Administrator's email account.

Brian and Ray -- could someone on your staff draft a description of
what happened and the steps taken to repopulate the database?

John -- do you have a sample of what such a notification memo should
look like?  



















  

  
    

    
   

  
   
    

 

   

  

              
   

               
            

             
        

              
  

   



  
    

     
   

                     
         

    
   

  
   
    

 

   
              

   
               

            
             

        

               
   

   





      
     

     
   

                     
       

    
   

  
   
    

 

   
              

   
               

            
             

        

               
    

   

 

  
 

   
   

 

      

            
            

   

              
             

         

           
 

    

    
    

      
  
  

 



















  

  
    

    
   

  
   
    

 

   

   

              
   

               
            

             
        

               
  

   









  
     

   

    
   

  
   
    

 

   

   

              
   

               
            

             
        

              
  

       

  

      

     
  

     

                 
       

                    
                   

                  
           

      
  

  

   
     

   
      

     

                   
                  

                    



                
                  

                 
               

               
                

                  
          

                
               

                 
                 

                  
                
                  

                   
                  

 

                    
                

              
               

       

                  
                 

               
                  

                  
        

               
                 

                 
                

                
                   

                     
   

                  
                  

                  
                    
                 

                
                  

                   
         

                 

 



   
 

     
   

   
  

  

      

     
 

      

                   

    
   

  
   
    

 

   
              

   
               

            
             

        

               
  

  

  

      

     
   

     

                   
                     

                   
     

                
               

                  



         

                 
               

                   
    

         

 

  
 

     
   

   
  

  

      

     
  

      

           
     

      
  

 

   
     

   
    

     

               
               

                
             
               

                 
         

               
                 

                
       

          



 

   
 

     
   

   
  

 

  

      

   
 

      

                    
    

    
   

  
   
   

 

   
              

   
               

            
             

        

               
  

  

  

      

  

       

                         

    
   



  
   
    

 

   
              

   
               

            
             

        

               
  

  

  

       

  

     

                       
                    

       

  

  

   

  

   

  

    

                 
   

    
   

  
   
    

 

   
              

   
               

            
             



        

               
  

       

  

   

 

   

    
 

    

                   
        

          

  

                 

              

                

                

                 

              

          

   

              

              

  

               

                 



        

             

     

               

 

              

               

                  

      

    
   

  
   
    

 

   
              

   
               

            
             

        

               
  

  

  

    
    

  
 

 

   



                

                   
   

               













      
  

 

 

              
             

            
         
              

               
              

        

             
             

               
            

             
          

             
            
 

          
            

               
             
   

 
   

               
              

               
                

 

               
              



               
                

               
              

               
              

            

                
                

       

  
               
              

             
              
           

              
              

               
             
      

           
               

   
           
              
        
        

   
             
              

              
           

                  
                

      

                 
   

    



        

  
               

               
            

                
               

   
   

    
   

   
  

 
 

 
 

 
 

  
  
   

        

             
              
               

              
              

    

         

               
            

            
           

                
               
            

             
      





(b)(6); non-responsive






